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Al 14 DD A4 T4

del A= DID 4 A tisi A o-7r, W3CHAME sid F2-& DI
D-CORE &A1 [4]o] A oJ3tath

1. DID

o DID FA4E DID A4 d4ds5t g FA AT 5+ 9
Agg Fhsabl @

URI AA 2=}, DID Method, DID Method

= "H2E FA<Eo|H, Resolve AAHE AA
7S AT

Scheme
S
did:example:12345678%abcdefghi
i J

|| ||
DID Method DID Method-Specific Identifier
(192-1) DID 32} A

o 1% 2-2 dAje} o] DID A4+ 7]-3 FEiE T, DID Con
trollerE 4&3lste] Q5= WY 59 AR So] X3HY



1
L

"@c

ontext™: [

"https://waw.w3l.org/ns/did/v1",
"https://w3id.org/security/suites/ed25519-2026/v1"

]

nidn

“did:example:12345678%abcdefghi”,

"authentication": [{

ised to authenticate as did:...fghi

"id": "did:example:12345678%bcdefghisfkeys-1",

"type": "Ed25519VerificationKey2028",

"controller”: "did:example:123456789abcdefghi”,

"publicKeyMultibase": "zH3C2AVvLMvegmMNam3uVAFZpfkcICwDwnZn&z3wXmgPV"

H

(192-2) DID &A1 <A

DID& Verifiable Credential (VC) System¥} 22 o & 759 A4
T8 A=Ee P8 L0, A Fxs UEd 2Y

(FF43h 19 af 48, Public Key &
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AR 02 FHNste Ae st Qe AR BHS 7]es Ao

F =S sok @t

rJ
1o
ri
g2
o
i
N

T
1>

z9e AT 5 A st o

(27 7s4) AEEY G2 AEEe DDE A4 Y AL E
of el o AMI LolmAY Y AEE} FEALY 5 A
slloF @t

(Be8A) F5e8 N5

=

=

F< Agstd DD Yzt s



o

|
o
i
u?lJ
N
1y
flo
n)
inl)
X,
S
e
-
ot
ol
Kl
£
b
i)
P
0
k
Jhu
o

I
)
ol
ok
N
N
off
ol
ol
o
W)
o
fol
o
ofo
o
o
off
ox
i
o
1%
w
N
B
1
=4
i
K
X

2. DID Architecture & A4 84

o DID architecturee] 2 4 249 tigk o= oS3 2o

- (DD ¥ DID URL) DID= URIC] g+ gejo|t}. DID URLL 7]& DID
TiEe FAstd A=, 8 59 °&E FF Rl 74 845 ¢
3led DID #A el ¢+53} Public Key, 9% @42 59 54 g

25 S F U

- (DID FA) DIDell oj&f 21'H¥® <QIEE]=A], DID A #AA7F DID Co
ntrollerd = glow, A, T1&, 23, AE, Jid 5 F3lol= D
D FA7F 2 = Ao

- (DID Controller) DID Controller= DID Methode|l Ae]® tiZ DID

BAE HAT 4 9o, DD 27) ©]’4<e] Controller’} & %

#A %ol DIDE 7|&3ta DID £4E A3t o Zagh Ho

HE8sl= BE A2HLS S 7HsS HA2EZy 3T 9

& B4 AxE, B4 9%, PP YED B JE Feel
ARF 5 Y& doly Agast Ut



- (DID &A) DID &A= DID #d#
© 2 <53} Public Keyet &
£ 4 MuaE TYsH, vlolE

- (DID Methods) &%
HHOIE, HZA S H = WAUES

- (DID Resolvers, Resolution) resolver= DIDE ¢
= DID &A

o

DID
subject

DID controls
controller

3. DID Syntax

o

X

g

%

%2 DD 3

E EYOE VAR E 98
D¢ #3 4 DID Method AF&Fel whzh
- (DID URL Dereferencers, Dereferencing) Dereferencer+=

YPoz wop FYOE Hand YHITH

SEES)
| —

= Hd

refers io

coniains

DID URL

did:amzmsl=:l23 pashiss z=zs

refers, and
dereferences, 10

F Y

recorded on

recorded on

DID document

(Z1¥82-3) DID Architecture

DID& 13 2-4¢] ABNF RulesE uwhg}of

A

oy,

[e]
=
el

go

DID URL

Verifiable
Data
Registry

At <l DID 2~7]wk= RFC 3986 [5]of @& URI 27|vtolH, &



The DID Syntax ABNF Rules

did = "did:" method-name ":" method-specific-id
1*method-char
%x61-74 / DIGIT

method-name

method-char

method-specific-id = *({ *idchar ":" ) 1*idchar
idchar = ALPHA / DIGIT / "." f "-" / "_" [/ pct-encoded
pct-encoded = "%" HEXDIG HEXDIG

(Z1¥2-4) DID syntax ABNF Rules

4. DID URL Syntax

o DID URLE E% giazo tigk YEL I 9 A¥EA=Z 19 2-5
o] =& ughok o DID FA, A5 W, A8, DID 419

o
=4 28 mE g dane] 8 52 A4 5 A

The DID URL Syntax ABNF Rules

did-url = did path-abempty [ "?" query ] [ "#" fragment ]

(Z1¥2-5) DID URL Syntax ABNF Rules

- (Path) Path-abempty ABNF Rules& w23 ¢¥kz <l URI A=<} &

43w, DID Method=® A2 owg Agste] s mE s =
T3 Ao

- (Query) ¥4wrARl URI o} HL3ta, ABNF RulesgE w2t}

- (Fragment) ¥4¥FzQl URI fragment3} & U3l3l, ABNF RulesE w2

H DID &4 Ex R gazd dig 83 Fx= AAgEH



Al 2 A DID Resolution
24 oA = DID Resolutiond] w4 toFFm, W3CAA = slld Fis DI
D-CORE 4] [4]9] A <o)stuth

1. DID Resolution

o

O

DID Resolver= & 43k stute] DID Methodell tf3dt DID Resolution
715 TSk s, g FAd R Ao Z DD BEAE W
g o dojof st}

DID Resolution 7]%-& 3@ DID Method?] “Read” ZHA-L Al&3}+
o DIDE DID 4 & Resolvedt= IS S=3)3tcH

resolve 4= DID A9 Fx2& HolEE 422 g (M=
- 8

—
Hk3ksl | resolveRepresentation S 54 d F2joz ¥uid

DID &Aj9] ulolE ~ERS Wit

resolve(did, resolutionOptions) =
« didResolutionMetadata, didDocument, didDocumentMetadata »

resolveRepresentation(did, resolutionOptions) =
« didResolutionMetadata, didDocumentStream, didDocumentMetadata »

(71" 2-6) resolve, resolveRepresentation <~ 1

resolve % resolveRepresentation 42 48 k2 ol 2ot
(did) 229 dgoln, 2 k2 DID Syntax 7+2 ] = DIDof
gtk

(resolutionOptions) 5o 2 AH2H DID A4 T3 wto] EFY
£S5 Z3ste WEHolE Fxolth



Core Properties

“\d“ — "example:123",
"verificationiethod" — « «[

"id": "didiexample:123#keys-1",
"controller": "did:exanple:123",

"type": "Ede5519Verificat ionkey2018",
‘]‘Dubl IcKeyBase58" : "H3C2AYvLMvEgmMNam3uyA"

resolve()

"authent icat fon” — «
"did:exanple: 123#keys—1"

=

VERIF | ABLE
DATA REGISTRY

"@context" — "https://www.w3,org/ns/did/v1" 1»

AN TR e
consume consume consume
produce produce produce

Core Representation-specific Entries (JSON-LD) ‘

{ 62a3 6469 646f 6469 653a 6178 706d
@comext ["https://waw.w3..."], "1d": "dld:example:123", 656c 313a 3332 7672 7265 6669 6369
“1d": "didiexample:123", vermcalmnMethod [( 7461 6f69 Adee 7465 6f68 8164 62a4
"ver|f \cat onMethod” [( "1d": "did:example:123#keys-1" 6469 6476 6469 653a 6178 706d 656¢
"id": "did: examp\e 123#keys-1", "control ler": "did:example 123”, 313a 3382 6b23 7965 2d73 6a31 6f63
"controller": "did:example:123", "type": "Ed2B519Verificatl...", T46e 6f72 Bcbe 7265 646f 6469 653a
Vtype": "Ed25619Verificati,..", ‘}‘L])ub\ icKeyBase58": "..." 5

resolveRepresentat ion() "publ | cKeyBase58" Y

L “authentication": [
"authent ication": [ "did:exanple:123#keys-1"
‘]‘dm exanple: 123#keys—1" }]

}

app|ication/did+Id+json app| ication/did+json appl ication/did+cbor

(7198 2-7) resolve, resolveRepresentation &<~ 2

o0 resolve ¥ resolveRepresentation gH<+¢| ®Hk3: k2 olgle} 2o}

- (didResolutionMetadata) DID Resolved] A3}l ##d kS E3Hst=
HEld o8 FZFolm HZQ Q40| resolveRepresentation &
—?7} ¢ =% 7%, didDocumentStreamoll Al ¥AE contentType <

S dt=A] Z3HsfoF 3k} Resolve #AQo| EA7F A& A5, o=
’%‘%‘5‘}% error 45 WEA] Z3tefof gt

- (didDocument) ResolveZ} A3z wl, A3 ZdHL] DID EA&Z
Hekd 4 %le DD £4 F4 dlolg Edo]ojof 3t} Resolved
DID #A49] id gt2 Ht=A] A5 DIDeF € x|&oF sl ResolveE
Aok A, o] g2 Hlo] glojof

- (didDocumentStream) Resolve’} Ad&# °]al resolveRepresentation
StV 329 A9, ole FAES Td T sUE Resolve® DID
A2 Hlo]E ~EYo]ojof gt} HIOJE 2~
o3 dlolel =4 FEjE Parsing® 4 UL, ol ©A AF, A
2 & Ut Resolved A3 -5, o] & Hlo| Qlojof I}

- (didDocumentMetadata) Resolve7} &AL w] EA A8 AHHEA &

—

m
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rlo
oo
&
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e
2L
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A, #H7], v8A S didDocument Al =E
W ElH o] E]S %33} ResolveE At A9, o] =9

Hlo] Qlojof gt}
2. DID Resolution Options/Metadata

o (accept) AEHALEO 2 resolveRepresentation <ol A gk ALE-%|H,
O®2-T 3 Zo] AV ASske= DID w4 £33 HHo B Y
< YUERAT (JSON-LD, CBOR &2} 5). o] mlHo] B4 ASCI &
AEE F@HoF T}

o (contentType) WFgt® didDocumentStreame] wtjo] Elgo =, At
gt Edo mgo] F3<l ASCI Extgo]ojoF gt} resolveRepresen
tation ¥r9] TEA= o #S AHEste] RESEE didDocumentStrea

m< tlo]e 29 Parsingdli o 3t

o (error) resolve oA 9] o] ZEg, ZEA A QF7F US
Al W2=Aolrh, Yubxel o8 ke T gl

- (invalidDid) &% DID7} §&3 72 2x ¢SS

- (notFound) DID Resolver’} £ %% DID £AE S 4 ¢SS on
gtk

- (representationNotSupported) &3 ¥ E3o] A A=A F& v
o

3. DID URL Dereferencing

o DID URL Dereferencing 7152 DID URLS 4o & HlolA i
2 Dereferencing 3+t



o Dereferencing W& DID URLe|] +4 2421 DID Method, Method
¥ 2]z} Path, Query, Fragment 5ol wlgbd 22hzxith

o0 Dereferencing #}4-2 DID URLel 33+# DIDe] DID Resolution®l
utg} @ezith DID URL H3zole o8 dAZF x32 4 3oy

~

o=

4 F A% 2asg WBRES §0t JoAn

O
I

rr

ok

dereference(didiUrl, dereferencelptions) =

L=
L

1

T+
T

o
3

M

e

o}

o= DID Resolvers th&-3 7o) FAH2 2l

« dereferencingMetadata, contentStream, contentMetadata »

(Z1982-8) dereference s+

DID

resolves to a DID document

DD document —
relgtive fragment dereferance

h 4

DID document

contains

DiC

DID URL

: path ] query ]_‘:’ra_g_rv-e-.'.l

dereferences to
a DID document

refers to

o dereferencing 39 948 2 &

- (didUrD

L

dereferences to a resource _//—
Resource

(1¥2-9) DID URL dereferencing 7l &

d

5 2}

42 2

== DID URLe) fragment’} =39 29 =ZE GA7} 95

~

Al dg oz, A3 xsA == DID URLe|H @ &
Ad2 F49dd. DID FragmentE& & %z3te#l® DID Fragment& X

33k x4 DID URLE AR&3foF 3ot



o

(dereferenceOptions) dereference &<=¢} DID URL ApAlo] ot ¢
g S-S sk vEHolE FRolth

dereferencing $F=2] Wrgk gro opg-3 2t
(dereferencingMetadata) =42 o
Aol Aol A7 FES X
W3t BF, o] TFERE &F
(contentStream) 71 &
2B EgefoF s, W
ke FEY Add 3
< H]o] glojof o}
(contentMetadata) Dereferencee] 335t WEgst= gh S =, conten
tStreamol] Wik wWEtHlolEE £33t Fxolth. DID &4 & wH&
3+ 7%, DID Resolutionol A A ¥ didDocumentMetadata -3¢ oF
gtk AR =S A A5, vlo] fdojof g

A , DID URL 9%z 3
g3t= weErHolH Fxol Iz A
= d93sle error $AS Ege|ofF g
1 AZstH DID URLY &fdste=
#e DID &4, A5 WY, Avlx F
o}

. Dereferences A3 A, o]

il

AC)

g

4. DID Dereferencing Options/Metadata

o

(accept) TEA7} A%3= DID 4 EHQ wlto] EFYS ASCI
98 ¥3HI AL ¢ZA=Y DD URL 93z 73 bksk zho

235 = Ed9 contentTypes ZAA37] 38 o #s AREsfof

(contentType) ®Fst® contentStreame] w©|tjo] E}Yo =z, I3
&g A4S 24HQA gho|th @S HES 2 vYo
ASCII x4 o]ttt

(error) G3x HAGAA Y g Z==A, @Y 7]199= ASCI A€
2 FAEY. 9urAl o/ e g 2o

(invalidDidUrl) DID URLe¢] #&3%F &5 w=x] ¢52 onsit
(notFound) DID URL Dereferencer’} &4 % contentStreamS 2HS
T g2 Y



Al 3 A DID Actions
3d A& Create, Read 5 DID9] F2tol] thsfA] ttFw, W3C A+ 3

o BR.S DID-USE-CASES #A] [6]°] A <3ty th

1. Create

o Controller= DIDE XAt 433 =1 AHEA9} 173814 vl
goly, etz oz Fy-vlF7 7] & Ao

o o|# gt DIDE= DID &A= Resolved = Q= W2lo g A4 7]
=23 F Y

0 DID &A1= ResolveE &3l 8= AHAHAY 53 AdF &
22 YAHo R FAFE, AAL AFEAY 22 4+ o

O AUy LRAAE BE AAA, o]dFHORZE A Al2H O

WA 2o 3t U DD Z3 vpriAz 54 A3y 45
2t 83512 3% DIDE AT 4 9lojof it

Subject

Create Register DID
piD = | Registry

Controller

(192-10) DID A 2 520 B3 7|82 52



2. Use

o

DIDE EA4el URIo]7] e s 244
715 SH9 URISH S 3

DID7} Apgho

e 2
Yooz BAW 41 BPF 48 TFY & Ut

g Bol e S8 FEE ~nlEE 2e A A AE A
g3t A AAT F Y=S QR =k 22 wlolE Aol o
=3 % 9o

83 GAAE DIDE A AskE 7i<le] A2 DID Controllero] vk
EX Myl d=FEo 3k Controller2 AAEHJA=A FH3a
2 & Ao

(authenticate) ©] ZT2A 2t DID #A49o ¢33 AJTE ALY

F74= Controller7} €wtd o2 d=Fo] Challenge-responseS %3

AAZ AoJE FHE F A=A B=Es|oF gt DID &4 Met
hode HOlE H 2H4] A7 HER O AH2x AT XRIEL]
3 Bxe] F8e 388 F du

- (sign) DID &A{ollA BHA A3 ddd ¢

ol Ap4ke] ?ﬂ%“% A5l A8l H5=
(verify signature) DIDZ A= CAE zpito] Al ZH
FAAE DID £419] 453 AR5E AMESt AHE Z0T + I

o}



. Present .

Publish Resolve
——> | Public proof material >

Controller Requesting Party
A
Sign using Private proof material

_ Auth request

Challenge siring

Auth response Verify signature

Signed response

Y

(292-1D) 4™ A% ZA9| DD Ago] B3 AF FE4E 58

3. Read

o (Resolve) Z#AH A o]9le] §x= DIDE A&st= A

WA
A< DIDE &% DID #A]Z Resolvests] aid DIDe} ##HE &

3} A5 9} AH)x AEZRIEE FIstes ZolH, ol Wiz
g 24 A48

o (Dereference) DID2] Dereference= DID #4192 A5 5 AL&-351d
2T NS

- AN 2 dEXQIEQ

HHeE o)

T AA 7

<

w}

Z]

gk F= glo] DIDE Dereferencingst™ DID

- DID7} DID URLS &Adst= Service 3etmE]Q} ZAStE ™, Derefere
ncex= DIDE DID &4 & Resolvedtal QQEZQANEE X33l oA
=]

& Auls AEZIAEA Ftel e Hasg wado
- 8% GAAE Folzl Dol t@ ARl Aulx



o (Audit) 2% Wzt ST DD RE Aol tig WAH B
AL AT 5 A1, oA7ldE Aol WA A BYsg
= =g

- B A N AL AR, o] A FHL Aol AdE N5
sh o] 7lEe] Hrt

- 8% 9AAE DD7b drht A2 Rotate =, Anlz A=

ERAETE AUl EHA=A 1S o Jow, o= DD 453t
Az o] A= Agd B3 B 40 ARE AT F AT

Resolve DID .
—

DID Doc

Regisiry

1 Audit

Requesting Party

Dereference DID

Service endpoint <

Identity provider

(192-12) DID A9 4528 34

4. Update

o (Rotate) Controller= A4 7]E% DID #A4& ddo]EsI DI
De] ¢t53t ARE IA, & HUolE & + AT

- DID Methodrtth tr=2 A A eld 4 Slojof star, A3+= DID ¥ DID
A1 AojE FHete o 2o A4 d5st FH i ol
E7F "HH



(Avl2A Q=X E 43) DID Controllere= DIDol| #3F Au]~ =
EJEE WAT = Aofok 3tH, H7]dl= Foi3 d=XJE O
g FAR AFE] A% S MAUSE 2
- 0|2 FIs= A 2= v ol o2 9k DID Controller 7}
DID #A 8] A& A% 71 FH wAUSES WEA |HASHA] gL
T olglgk MAS FIHY 5 I=E AAH ok Itk

(Forward/Migrate) 35845 AW3t7] 93l dF wi=+= DD
Controller7} A 4ol 7|Ssl= WS AFE & Joh
- DID= DIDE Yetd 4 & 2E AHFS 713 tE2 DD=E gto)

A Flojof slH, sld WAHYEFE T3l DID Controller= DIDE o]
w3k 3tye] Methody} A &4 A, & DID Method =+ AXAZE
Migrate® 4= Ut}

(Recover) €% DID Methode 71& 79 &3} A57F &9 A5
DIDe] AojE HFste oS AT F Uth EF FE2 Wi
of we} =A% A48 B o5 AW, Shamir & £ AR 3
A 718 23 5 Ao

[€)
Dol AIE HTH + As Y

Update
" Modify
e —, Service endpoints

Forward/Migrate

Controller Recovery material
Rotate or revoke
Public: nroof material

(71¥2-13) DID9] #&3+S wAstaAt Controller7t =38l 4




5. Delete

o (Deactivate) DIDE 4tA|st= di4l, Controller= DIDE B & 38}3}o
°1= d Dereferencing®} #& G ~EY ZZAH 271 O o4 2%
stA| A sfoF gt

- R A Al2"E gAEl AR AAE RS  glen, D
ID Method= 219t L3 &3S d7] S8 HEA st Z2A =S
Aolsfof gt

- H &4 3 WAYEL DID Methoddl] whe} tt22=2 “H]&A4” WA
A= DID Methodel uwhg} th2th

Deactivate DID Resolve DID
——>| Registy |

'Inactive’

Controller Requesting party

(LH2-14) vZAstd = Sl= DIDs

A 4 A DID Documents and Data Model
440X = DID A deolg =do tisii oFr, W3CoA= 35
BB DID-CORE [4] @ DID-SPEC &4 [7]o] A <lstadth

1. Data Model

o DID B4} HlolE TxE 3
ge ofe] TAH FHO

o DID #AX= 7l/# ez 748 &52 ez 745, DID &4



tloly e Ha

pecific entries)

Entries in the DID Document map

gk 474 (properties), =3 3= (representation s
7HA & FH29 dES 3| oF gt

In DID Specification Registries

Core Properties

id, alzoKnownAs. controfler,
authentication, verificationMethod,
service. serviceEndpoind, ...

Properties

Core Representation-specific
Entries

Property Extensions

ethereumAddress

Representation-specific Entry
Extensions

Unregistered Property
Extensions

oo

Unregistered Representation-
specific Entry Extensions

{@context

Representation-
specific entries

SYAML, xmins

o DID &4 Hl°oly 2de| ®E

dolel §8 % sh}s Agste ®d¥91, 2

24

F8 o A7

[£2-1] Hlo]E] =

(Z1¥2-15) DID <419

2dst g4 AA

tPE] 3 &
717 = W UegA e A1/ Y 73k eAskd
ma
b A2
list g5 f3s =AstE Al
. U S T W XA g 433 A7 e B
se R
datetime EE S &4 glo] 53T F e e " A 3
. zto] 9L & e doE FTH3R= ° AF AMSEHE 99
string
ol F&
intecer BT 74 847 gl AFEA, 4384 SUsE
i A3 TRl A4 B BEe DAY
Aol HAFE IAfSkE H AF AMREHE HoE, BF
double
= E2s Ao =&
boolean FEE AR &




| null B

252 Jehic o AeHE o

2. Core Properties

o DID &A= HolH EdS AHgete] wdEHM, AEstE 4+ Aot
o DID BA9 &4e ¥ 2-20] Hol® wE A SAo] BF R
Azl A4 RS 23y, DID FAI9F $A4% 11 AAE A9
Gt
[322-2] DID &4 £4
%7 a5 B

id Y |DID Syntax #& el 2= A4
alsoKnownAs N |RFC 3986 [5]17+3 & =3t 2AE I

DD Syntax F&el e ExY m= Exd
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- (publicKeyMultibase) & <&/do] EAst= 4% #2 A=< H Publ

ic Keyel A9 mdolojof @t}

"@context": [
"https://wwuw.w3,org/ns/did/v1",
"https://w3id.org/security/suites/jws-2820/v1",
"https://w3id.org/security/suites/ed25519-2020/v1"

1
“id": "did:example:123456789abcdefghi”,

"verificationmethod": [{
"id": “did:example:123#_QqOUL2Fq651Q0F jd6TvnYE-faHiOpR1PVQCY_-tada™,
“type": "JIsonWebKey2020", // external (property value)
“controller”: "did:example:l23",
"publicKeydwk™: {
“crv*: “Ed25519", external (property name
"x"1 “VCpo2LMLhn6iWkuBMKvSLE2ZA0C-n10yPVQa03FxVeQ", // external (property nam
"kty™: “OKP", // external (property name)
“kid": "_QqBUL2Fq651QeFjd6TvnYE-FfaHi0pRIPVQCY_-tadA” // external (property name
b A
"id": "did:example:123456789abcdefghi#keys-1",
“type": "Ed25519VerificationKey2020", // external (property value)
"controller”: "did:example:pgrstuvixyz8987654321",
"publickeyMultibase": "zH3C2AVvLMvEgmMMNam3uvAJZpfkclCwDunZnbz3wXmgPVv"

1
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"id": "did:example:12345678%abcdefghifkeys-2"7,
type”: "Ed25519VerificationKey2e28”, external (property value
controller”: "did:example:12345678%abcdefghi™,

publickeyMultibase™: "zH3C2AVvLMvegmMNam3uVAjZpfkcICwDunZnez3uXmgPV"
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A 5 A DID method Registry

1. Data method Registry

o DID-extensions-methods &4 [9] 4 @A} 7B F<l DID Method A}
Fo] Q¢FElo] Qo WAE FH HIAE T& FHA xQbo] AY
AHd wel JuolEdEHY

o 20243 119 27¢ 71%, A4 DID-extensions-methods 4]0 5=
Flo] 21+= DID Methode] 7= <F 2037147} &A1 8kt



o DID-CORE [5]AFeFe] Use case

DID Method  Registry Contact

3 Ceramic Network 3Box Labs (email) (website)

abt ABT Network ArcBlock

aergo Aergo Blocko (website)

ala Alastria Alastria National Blockchain Ecosystem
amo AMO blockchain mainnet AMO Labs (website]

antelope Antelope Tenomy Foundation (website

art Artwork |D Method Ming-lam Ng (RealMatter} (email) (web:

Ledger-independent generative DID

— methiod based or CAIP-19 identifiers 00 op= GmbH {emai) (website)
bba Ardor Attila Aldemir (email)

bee Ledger agnostic mesurio (email) (website)

bid bif teleinfo caict

bit d.id d.id (email) (website:

Hyperonomy Digital Identity Lab, Paralle
Corporation (email) (website)
Hyperonomy Digital Identity Lab, Paralle

bluetogueagent Trusted Digital Web

bluetoquedeed Trusted Digital Web )
ustoquedeac tustediBigital e Corporation (email) (website)

Hyperonomy Digital Identity Lab, Paralle
Corporation (email) (website’
Hyperonomy Digital Identity Lab, Paralle

bluetoguenfe  Trusted Digital Web

bluetoguepr Trusted Digital Web . . :
uetoqueproc  Trusted Digital Wel Cepatation (sl (websits)

bnb Binance Smart Chain Ontology Foundation

Marcos Allende, Sandra Murcia, Flavia h

bryk bryk Ruben Cessa
btce BTC Aviary Tech (email) (website)
bter Bitcoin Christopher Allen, Ryan Grant, Kim Harr
candid Quorum Eric Lin (email) (website’
ced Concordium Concordium development team (email)
et Confidential Consortium Framework Microsoft (ernail) (ebisite)
(CCF)
ccp Quorum Baidu, Inc.
celo Celo Ontology Foundation
cheqd cheqd CHEQD FOUNDATION LIMITED (email) 1
com commercio.network Commercio Consortium
content Mizuki Sencke (email) (website)
corda Corda Nitesh Solanki Moritz Platt,Pranav Kirtar
cosmos Cosmos application chains Shaun Conway {email) (website)
cot CoTChain CoTNetwork, Inc. (website)
cr Hyperledger Fabric {email)
ct Circular Trust (email) (website)
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A 6 & DID Use cases and Requirements
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2. DID System

o DID System< Controller (5#)#h), RP (&% 3
= Al Jhe] JiE JRAIVY =8 AEE T3S

- (Controller) DIDE A3t SAstE 9T

- RP) DID A9} #HH F5248S& 3 A EA=, DD o &3t
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‘ Digital executor
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Law & legal |

Enterprise identifiers

<

Secure Comms

| Accessing data ‘_| Corporate |4—‘ Use cases l—b| Authrn & authorization |
N\
Confidential engage X-platform sharing
\ Retail & consumer { Supp?y chain
Conelatron control
_— o]
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X 3 Z DID Method

A 1 A DID Method 7} &

1. DID Method

o DID Method= W3C DID %% AbekolA Hwats= 7]5<
Y% 5 JeAS Aosu, 54 AZE s
#ET. A=¢ DD Method:s Th¥at 78 7+ 45984
7] 98 AA Aoz HeojEr

o DID Method Atk& B4 DID #AAE Holshs 2 gols 54 3
o] AZ Thsd tﬂ olE] AH2E AE s}oq DID$} DID #4& A4,

2. Method Syntax/Operations

o DID syntaxE& A% @l =& DID Method AbeFoll tist & Argh
o3 2o

- DID Method At A3 stube] Method vlthe] DID SchemeE
A olsfoF slar, o]= DID Syntax 7F& oA WAl¥E method-name
Ao ofsf| stite] Method o] 5o & AHEo|of gt}

- DID Method A2 DID¢] method-specific-id 74 {45 AASI=
WHS Aok gkt

- DID Method A% method-specific-ide] M7=} AFES A o3|



oF 3t}

method-specific-id< DID Method WA f3lloF 3lH, 9 H o=
15 F Ao

DID Methodell ¢ls 44¥ =& DDe AHF oz yHa)oF o}
Method name &% 7}sA2 =9|7] 93, DID Method AteF2 DID-
SPEC-REGISTRIES [7]el & %5 o] QlojoF gt}

DID Method+= <2 method-specific-id 84S AFo& 4+ At
method-specific-id &2} F&8& 38 4 913, °o]= ABNF Rules
E wet BojH e FFdoF gt

DID Method A}%F2 DID Pathel|l ti3+ ABNF RulesE A|AT 4 ¢l
a1, o]+= Syntax A¢] Path & ET O AFAL 4+ Aok

DID Method A}FeF-& DID Fragment} DID Queryel thgk ABNF Rules

E ARG o A3, ol &t ARG ¢ AR 5 AT

DID Method AR%Fell4l Method #d& Aol W ZE 87 AR
o= 2o

DID Method At a3 453t Z2A S X948t s
< Adstr] 93 A3 Fo HHES Hosfof gk

DID Method AFe¥& DID Controller’} DID % DID #A4 & AAs=
WHS AAsfoF gt

DID Method AF%F2 DID Resolver’} DIDE Al&3le] DID #A4E &
o1t WY, 53] DID Resolver’t 89 AAS &lst= W
<= AAsfoF Tt

DID Method AtFell &= DID £A1 JE|o]EM

D Controller7} DID EA4E QulolEdts WY =& U EV &
7bsstthe A& WAIS|oF St

DID Method AteFollA+= DID Controller’} DIDE H| &4 3sl= W
< AARdFAY nFAsL Erbsditte AS WA ok ot

2



A 2 d EBEEAQA YESL A 74 DID Method
Fr)bto 2 3= DID MethodE& olv] T4
E

s IER] =0 HEsA Y RPC

5
URLE AR HT & 8" E5A]0 UEHZANA AAT
ARG Qe w =L Fo AW HEeta DD BAE Huse
g AT
W
send a query to the
blockchain network
N
‘ This step can be done by using an RPC URL (HTTP endpoint) or I
i by directly connecting to the biockchain network {(e.g., usinga !
| genesis node) ! GETDID
Document

Return DID
Document

(193-D =A< W ES=Z 7|9 DID Method®] DID &4 &= At

o E 3-13} o), 47 JMoz HegHE LEA YEHIY 5

of wzt gFstA AT



[3£3-1] E&AQ] 7]4dF DID Methods

Method &
oltgl ¥ IFTHE RE EEA% AR T}
did-ethr 5% DID Method®Z, Smart ContractZ A}-83}]

A4 s

Hyperledger IndyE 71¥to 2 &3 F2& =<

didkindy s wE DD o8] slAle] 7bssh

Algorandg}+= DLTE 7|¥to g F23s+= DID
Method=®, 74 2EAE AT + o
A 37 & Arge 93 DIDE IEg +
o

did:algo

Dyne.orgoll 4 A F-3F= DID Method2 A= o
did-dyne 7} 9= end-to-end ¢EE=S AFshY, Y
2" 7|8k A4S AHEETH

> N

European Blockchain Services
Infrastructure(EBSDE F3t= DID Registry=
Adarz Zgsly, &A| apis F3| Folste=
Halo g 523% 4 9t

did:ebsi

Distributed Ledger 71% % Unspent Transaction
did:iota Ouput (UTXO) 7]¥k<l I0TAC] <J3) A= DID
A9 314 F33t= DID Methode|th

kdsecurity®] kschaine ~|¥te = 3l= DID

did:kscirc o
Method. k& HFAIZ B9 AEx=2 F8&3t
Veres One EEA4¢L $£3 DID Method=,
, ledgerg A8 Z 87} gl= Cryptonym 23}
did:vl

metadatas ledgerel 553t UUID %2, + 7}
A TFY did B S AFS

o B A= g ESAA WELYZ 7|9 DID Method &, Wl
Ao g AgEHE didethr 2 didindyol] thafjA 7]&3t}



2. did:ethr

o olHel g3 RHE wE BEA A6 g}

o][‘

o didethre] A¥z Fz= ofdlet 2o

3+ DID Method o]t

ethr-did = “did:ethr:” ethr-specific-identifier

public-key -hex

ethr-network = “mainnet” / “goerli” / network-chain-id
network-chain-id = “0x” *HEXDIG

ethereum-address = “0x” 40*HEXDIG

public-key-hex = “0x” 66*HEXDIG

ethr-specific-identifier = [ethr-network “:” ] ethreum-address /

(1¥3-2) did:ethr Identifier 7-=(ABNF rule)

o didethr7} A4-34A-HJulc|E-nZAstE= dA CRUD Hat=

ol# e} zko] o] Foizith

o (Create) olfg] 29 Fa7F AAHNS A, 4EHL
Aol o]FoZt}. olfEle F4  “Oxf3be... 4 218 2}
r:0xf3be..” ¢ DID EA& t&3 ot

2 did:ethr9]
“did:eth

“@context”: [
“https://www.w3.org/ns/did/v1",

],
“id“: “did:ethr:0xf3be..."“,
“verificationMethod®: [

“https://w3id.org/security/suites/secp256k1recovery-2020/v2*“




“id": “did:ethr:0xf3be...fcontroller”,
“type”“: “EcdsaSecp256k1RecoveryMethod2020°,
“controller”: “did:ethr:0xf3be...",
“blockchainAccountld”: “eip155:1:0xf3be..."
}
1,
“authentication™: [
“did:ethr:0xf3be...#controller
1,
“assertionMethod”: [
“did:ethr:0xf3be...#controller

(1™93-3) did:ethr DID &A] oA

o (Read) alX2 ol gl&ol #4= Smart Contract Wi F+& A&
slof o] FojA W, Mo AYUS ARSHA e

- ol R F4&E 7|HteZ 3 A= verificationMethod2] type
A  “ecdsaSecp256k1RecoveryMethod2020” , blockchainAccountl
doll== CAIP10 @4jol wet FAE olfew F47F So7H E5

- ide AEakel FLskH, controller &4 HA| 71 FALS APE A9}
2ot

- did:ethr®] DID= Smart Contract®] identityOwner (address identity)
2 gR1E = controller addressE 7FA 2L @1l ool #controll
erg €9 DID Ao &&3t}. o] controller addresse= DID &4
9] authentication¥} assertionMethod Wi <ol 24 ETh



“verificationMethod™: [
{
“id": “did:ethr:0xf3be...#controller”,
“type”™: “EcdsaSecp256k1RecoveryMethod2020°,
“controller”: “did:ethr:0xf3be...",
“blockchainAccountld”: “eip155:1:0xf3be..."

(1383-4) did:ethr verificationMethod 4 <& A

“authentication”: [
“did:ethr:0xf3be...#controller

1,

“assertionMethod”: [
“did:ethr:0xf3be...#controller”

(193-5) did:ethr controller address &8 o A

(Update) HHlC|EE AEAE A9 A LFx
7}, &4 (attribute) F717F Aok ¢ dUolE

Smart ContractE %3l DID &Aldl 242
F7F A4 T2 FEIITe] AYUH AF o

o}

EERCREES
o

]_
guEe ot

=
=

(Deactivate) H|&Adst= AEAY] AFAF F4AE “Ox0” &2
st FEstA| 7= Ao 2 o] Rt EEAQ WESHFY
A 2 A= E7ssit

il
o

Jm
o,



3. did:indy

o W3C Credentials Community GroupolA %33 DID #+4-& &3t
+ DID MethodZ, Hyperledger IndyE 7]1E° =2 3l sid 73S
=8t B DD tiste] sf4{o] 7hssit

o didindy9] 2]¥Ea Fx+= otz £

did:indy: [namespace] : [namespace-identifier]

(719 3-6) did:indy Identifier ++%
- namespacet indy ledgerE " AlstH, F ol “sovrin” , “sovrin:stagi

ng” & o] Bz ledgerol] tigt o< 7HE + Aot
- namespace-identifier= 5©1%l namespaceol 4 FL3gF 2H2=Z, Pu
blic Keyel sl@d3t o] indy W& NYME verkey #t-& SHA256
£ SN T U2 e 7Hd A5 16byteE ©HA| base
9 3 Frolok

# Sovrin MainNetell 241 ¥ DID

- did:indy:sovrin:7Tgg6Bw...

# Sovrin StagingNetel] 24 ¥ DID

- did:indy:sovrin:staging:6¢gbu8Z...

# ID Union Test ledgerel] 2% DID
- did:indy:idunion:test:2MZYuP...

(183-7) didindy 7+2& oA

o didindy7} A 4d-8l 4 -¢l el o] =1 24 55
olgj s} o] o £ojzir}

rr

dHe] CRUD HAte=



0 (Create) did:iindy®] DID 42 Fo1xl Indy HES ZAA NYM ledg
er transactions APFFo = FPHTh

- Indy NYM transaction 2/} dest, ED25519 A% 7] (verkey), JS
ONo. 2 o]Fojxl diddocContent (A=} A}3}), NYM transaction®]
A& Yehg = version (MgAleho 2 A ET

- NYM Verinyme] &=Z=Z4, dlo]g] A o] ot Hyperledger Indy
9] B4 £o9E Yehdth NYMS F0{% namespaces 713 &A1
ndy Y EHZ 715HA

1 NYM9] verkey7} nulle]® DID H|&A 32 713, 28 £8

2) Y EY =] namespace, NYM, dest, NYM verkeyES o]&3] 7|&
DIDDoc ®1Z3 A4, diddocContent7} glow =3 o431

3) diddocContent”} A& A% id F&Fo] EAA = <HtEH, 7=
DIDDoc# FEH = id & 94 A = 8t

4) verificationMethod$} authentication& ¥ & e} of 3t}

(7193-8) didiindy DID ¥4 =4 %3

jia

Ir

- 448 DD A A cldeh 2ot

“id": “did:indy:<namespace>:<dest>",
“verificationMethod®: [{
“id": “did:indy:<namespace>:<dest>#verkey",
“type”: “Ed25519VerificationKey2018°,
“publicKeyBase58“: “<verkey>“,
“controller”: “did:indy:<namespace>:<dest>“
}
1,
“authentication™: [
“did:indy:<namespace>:<dest>#verkey"




(Z2¥3-9) didindy DID &4 oAl

o (Read) DIDE R 3t 9+ indy?] Ledger InstanceE Zhol A3}
a7, o] DID$} A#E NYMES A4 3 wkgksE NYMol| ok e <5
B F0% & DD #A4E5 xHslioF gtk Read H4-S o T
£ AA 39

1) did:indy: [namespace] : [dest] °ll 4] namespaceE FZ3%t}

2) resolver7} & 4= 9+ namespaceztd A3, olyetd Indy2
instanceol] ™3k genesisotY S 7}A 2FA ledgerol]l AZAs|oF 3o
qkef o] A EZ dFsHA R EHA F= 45 Not FoundE=

Hkgkslal, FEolAdE FolA ddstA RV|E AA YT Not
Authorized *OEH% Fliaciams
3 AAFHJAGH GET_NYM Indy £4-8 HuU 3. namespaceol| toff st

AEAE A f&EP
4) z+2 DID #A]o] tisl DIDDoc assembly processE 283l DID
=AE ZQ3h
(Z1¥3-10) did:indy Read ZZ A~

- didiindy= Genesis 39 &
st DID 2 verkeyE H
o] DID Resolution 74 -&

- ZF "o el & WHZ = Indy-node A [10]o] HAIE o 9o,
DID #A4& &< w +33l= do+= GET_NYM¥# GET_ATTR o]t

Z=x3] 7] =E2l Genesis =0l &9

o YEY I Al

19
I,
ki
o
il
N

o (Update) Indy DID MethodE ©]&3 DID 78412 NYM<] Controller
A7 L E AE A (desHE AHE3H] NYM AdE 3 o



o (Deactivate) NYMe] verkey &2
TFPHAT

Al 3 A Web 719 DID Methods

nullz wEo 22X B Z4g37t

1. &

o QAEYl Ao & Web 7]€E &85l DIDE Fd3 Aoz 7]
o] QY xS &8 F o= AHo] EA 3}

o 7]E9] JHY dx=gE T8ty =2 HIAHY IS A TSt
H, EZAQ U EHIY o= ¢ax DD AHAE 7+ +
ATt

o Domain Name System (DNS)E &l HZ& T AojoF stH ol& 7]

Z Web A28z 84S FA 3=

Ta% a4oH, hEFA W

eb 7]%F DID Method® did:web, did:webs, did:dns7} &) gtk

2. did:web

o Web =H?l& A-&3te] DIDE A4 3 #2jst= DID Methodz, ®F

EA AHFAE didwebo] flojok stH, o] EAELS WFEA] A&FE AR

oF ¥t



of 3k H2E JkxE TLS/SSL 1ZEAMd] <3
A3k =yl Yoy, AAS FEx= ol &

- SL/TLS 1= W2 Common Name (CN) 3} A x]&jjoF 3}, IP F4
x3gstd QHE AN X E X3S Vs, AR FE WAE

T%) did:web:domain-name(%3Aport-num)(:path)
did:web:w3c-ccg.github.io
did:web:w3c-ccg.github.io:user:alice
did:web:example.com%3A3000

(1¥3-11) did:web Identifier o A|

o TiF-Ee] Web MW7l ZH=E AlFst= A<

2 JSON elgo =z AFdAth AAE A o
< ofefol Aok

- JSON &A1 rootell @context7} AtHH ©] &A= JSON-LD 2 9
gl A g EojoF 3tk

- o]A o] EVFsstAY &A1 Aol Az A, didweb FAE 3
=5z 9=

- JSON &A1 9] rootoll @context’} 3 JSON-LD A&l & £33, @
context uWjell https://[www.w3.org/ns/did/vle] Zg=o] duid DID
TAZ AgE + Ao

- &g HlolEe] mime type application/did+ld+json .2 T A] & o] ok
Eli=s

- @context’} §l= 4%, DID Ag& #13 ¥5F JSON #3235 T3 A



glEojoF 3, i dlo]El e mime typeS application/did+json ©

2 gAEolof Bt

o did:webo] AA-d|A-HHo|E-nEAS == dHe CRUD HAt&=
ot ¢} o] o] FojXth

o (Create) did:webe] DID A 3AH L olegfe} Zot

- (D) =vd v AREE Hdl =] v 55 7]8el] o

- @

-3

al

AHE-E
A7 @tk

Hosting Servicee] ¢]x] 2 IP =45 DNS Lookup AJH]2~of A%
Eliss

Koblitz Curveo} #& 243 7] %S £33 JSON-LD L&
AAstal AA =S 73¢-, did.json 3}¥-& domain
-name/.well-known/ o} &} Eﬂﬂo oA o2 DID7} 3

5
N8 A% ARA A= ool

domain name: w3c-ccg.github.io

1. Creating DID

did:web:w3c-ccg.github.io

-> https://w3c-ccg.github.io/.well-known/did.json

2. Creating DID with optional path
did:web:w3c-ccg.github.io:user:alice
-> https://w3c-ccg.github.io/user/alice/did.json

3. Creating DID with optional path and port
did:web:example.com%3A3000:user:alice
-> https://example.com:3000/user/alice/did.json

(7193-12) did.json = oAl



o (Read) did:webollA] DID EAE 8143l 7] YsiA] ofz) Hx}Eo] wt
Al e Eofof 3t}

- (D did:web®] identifier oA “:” & /7 = At HF3E
Ed<l v PathE 53ttt

- (2) = <lef port7F 4ThHA colonS percent ©] W gk

- (3) DID B4 a4 9o tjg HTTPS URL & AA3t7] <18} htt
ps:/l & F7130t

- (49 URLA A=Z27F A=A &S H$ [well-known& F7}3t}h

- (5) URLY €4S ¢J3f /did.jsonS F7}3ich

- (6) Bt @FAS E53he g HITPS A4S 738 + 3
= AgentE AE3le] sl URLel HTTP GET 248 33t}

- (7) GET 8% % DNS Resolution #gollAx Zo|AdEE 41d F4
W22 9|3l DNSoverHTTPS (DoH)E &-&3fof st}

did:web:example.com%3A3000:user:alice
1. example.com%3A3000/user/alice

2. example.com:3000/user/alice

w

. https://example.com:3000/user/alice

4. https://example.com:3000/user/alice/did.json

(193-13) Read A=z} oA

o Update
DID X4 & {JdlolE &}7] 93], didjsone] fHo]E ook gty
DID AAE WHEA A, DD A9 W& WAg 5 vk

gits} & version control system -2 github actions®} #-& contin

uous integration systems &-&3}e] did ¥4 updateE #EldH <l



= (authentication)® ZFA} (audit) 7] =] W3t A PL A)F

o, 37 update ZZ Ao AFH HTTP APIE= it

Deactivate
DID &A1 2HA1S 93 didjson H}Y-S AAsAY ThE ofw

oRE FAHOR ol§T & YA SNk Bt

HF 2]

“@context”: [
“https://www.w3.org/ns/did/v1®,
“https://w3id.org/security/suites/jws-2020/v1"

1,

“id": “did:web:example.com”,

“verificationMethod”: [

{
“id": “did:web:example.com#key-0°,
“type™: “JsonWebKey2020",
“controller”: “did:web:example.com”,
“publicKeyJwk™: {
“kty*: “OKP*,
“crv”: “Ed25519°%,
“x*: “0-e2i2_UalS5HbTYnVBOlj2Z2ytXu2-tYmDFf8f5NjU "
}

1,

“authentication™: [
“did:web:example.com#key-0°,

1,

“assertionMethod™: [
“did:web:example.com#key-0°,

1,

“keyAgreement”: [




“did:web:example.com#key-1°,

(Z193-14) JSON Web KeyE &-8&3 DID 4] oA

“@context™:
[
“https://www.w3.org/ns/did/v1",
“https://w3id.org/security/suites/secp256k1recovery-2020/v2“],
“id*: “did:web:example.com”,
“verificationMethod”: [{
“id": “did:web:example.com#address-0°,
“type”: “EcdsaSecp256k1RecoveryMethod2020°,
“controller”: “did:web:example.com”,
“blockchainAccountld™:
“eip155:1:0x892932207c48585226d86f 7cd486a89a24fcc12”
3,
“authentication™: [
“did:web:example.coms#faddress-0“

f
=
5
Fi
>
2
>

(7183-15) Ethereum F4E5 283

2. did:webs

o TolPo| 4] #|<¢tslk DID Method®, did:web + secure?] <Fz}o]m https

o A= soF FYS oJnE JHRG
- didwebs= did:webd v} 7tA 2 71E9] Web 1=z s &

DE At A4S 5 =S I [11]



TolP# Trust Overd] &Y== Y& A HEPAE F+=317] 9
P Ao, JAEYANA ABE FAst FAs=H Hag &

=, T2EF 7|e 9 Jlol=glS ATtk

DNS, webmasters, X509, ¢157]#& 41 7[vto 2 Alg-3l= did:we
b3} =], KERI (Key Event Receipt Infrastructure, @lo|€] nl 3}
S #1737 JPHE AHESHA AEAE Aot AHEEC 9

gk cryptographic key events secure chaine A 33tk

A8 B3P 948 BEAA VEYDI Basx AT, KERIE A
oM qdole] BEAA WEAIL AHAA AN WAUZS
2 FEHES 5430 2IAA YA 45 L84S BT
o}

KERI Al2®1-& olasta AFL37] 93 A 2 o] Hxg I

skl g AU, AFF, ALH S 2FBT

WA o] F Ii‘r%ﬂr
o] DID method& &
o] methodE Ah&3t= DID& WEEA] H
gt

DID Aol we}, o] £AE 2 JFEA] AFApo]of gt}

r
>~
o
=
(@)
=
(@)
o
2
i
>
N
2,
L)
o]
=



HEAF o]& U] BB case-sensitivedt identifier o] oF 3+ch

o AR BeI 2L FAEe Erstelol B}

did:webse] method-specific-identifier= WF=A] did:webd} A3+ A
gx AR7t E2A3= Host + AR9 mA FAQ AR ZA 5=
KERI Autonomic Identifier (AID) ¢ F+ F-Eo=2 FAFojof gt}

Host= ®WF=A] RFC1035 [12], RFC1123 [13], RFC2181 [14] oA 2t

& 4t FES TRS AYSE 34 FHL FE0r @
EEE 0 & E@ A2ole] FEYAES 93] WA Percent

Encoding = oo gt}
gage] 9 ¢ daEe] x3to] Jhssty 47 oAl 9 oF
T

KERI AID= a3 28 #ke|w KERI 4/®7te] Inception Event=+-
H =2olo} Bt
did-webte] 584€ 98] ADE Azasw

A
=]
A~
T AAR, A

2= did:webs+ did:webo &2
T}

=
r {

i

didwebd} v}z71A 2 did:webs®= DID % Host %] DID7} Resolv
ex] = WebAHol A Ho]HE ¢lojof gt}

did:webs®] DID+= did:web¥} wv}zk7}Fx]& HTTPS URLS E3f 3rosh
Y rE WL ALgste] DD EAE Slsor st

=93t A¥Ex=E 7FA didwebd did:webse] DID+ id, controller, al
soKnownAse} 2 A4S HA4S2 ALsta 22 DD EAE HkE

slof )

did:web¥} wk7kA1= DID &4 ¢ #|A= DIDE HTTPS URL=Z W



st} AAsok o), A& didwebst SYsh} path 247 $e

7450 gk M3 ExjstR Fe=ot

o A= URLY GET £4< ®uyW Wtz A] DID £A42 w3k

o KERI Event Stream?] ¢x]= URLE olefjo} Zo] w3sle] 2=

- (D /did.json</keri.cesr2 o)A st

- (2) URLel o3t GET &4 did:webs 2]'#=}¢] AlDe| thigk KERI E

vent Stream-2 Whghajof slch

- (3) KERI event stream-<2 application/cesr &2} o]ojof 3}, KERI ev

ent2 KERI Rules AH&3to] &ld = glojof dth

Y3 didjsond LS 71271 A ot

o didweb M ¢| did=
ZE glojoF It

ol et 3

rok

keri.cesr 3}

did:webs:w3c-ccg.github.io:12124313423525

URL

ex) https://w3c-ccg.github.io/12124313423525/did.json
KERI event stream URL

ex) https://w3c-ccg.github.io/12124313423525/keri.cesr

did:webs:w3c-ccg.github.io:user:alice:12124313423525

URL

ex) https://w3c-ccg.github.io/user/alice/12124313423525/did.json
KERI event stream URL

ex) https://w3c-ccg.github.io/user/alice/12124313423525/keri.cesr

did:webs:example.com%3A3000:user:alice:12124313423525
URL
ex) https://example.com:3000/user/alice/12124313423525/did.json




KERI event stream URL
ex) https://example.com:3000/user/alice/12124313423525/keri.cesr

(1¥93-16) AID7} 7} did:webs URL <Al

o did:webs7t /-3 A-rlo]E-H| &5t E = @] CRUD HAts
of ek o] o] FojXth

o (Create) did:webs2] DID A4 342 ofzf e} 2t}

- (D) AID7} 2 mAY 242 A8k DID £A47F AAE URLS A
Eias,

- (2) KERI AIDE w+=31 URLE| wix|u} B R 713t}

- (3) verification method % service endpoint®} &2 DID 49 &4
o] sigst+= % &3 KERI EventE AID2] KERI Logell F7}3tth

- (4) KERI Event Stream& A g]3td DID A& E=&%Th

- 5 38 »Asr] Yl ¢ =& did:webse] DID A4+ ¢
A 3l= didwebEAZE AFE 4 lojoF st

- (6) Fr=A] dEgk )Xo = Web AH ol AlDel| sdste E0&
A A3skar did:webe] A A2 didjsona KERI Event Stream

2] &2~ keri.cesrZ Hj X8l ok 3k

o (Read) did:webellA DID £A4Z 47] 3 #AH LS &3 2o

- (2) DID #4129 URL¥} KERI Event Stream®] URL =EFo)|A HTTP
GET 84S 33t

- (3) KERI Rules& &3} KERI Event Stream& * &g 3 DID &
HE =&3h

- () AMHE didweb £A4E dAst= didwebs £A = A oF 3}

- (5 A9 didwebs®] DID #417F ¥ DID #£41¢F LA)8k=A] &<l
Ela=s



- (6) KERIZ <12]3}= ApplicationE-2 KERIQ] Algo 7 ZA3ld
< #8317] 98 KERI Event Stream& 83 4 o}

o (Update) did:webse] JulolE #}A L th&3} 2ot

- (D did:webs DID9] AID7} fHlolE 7}s3 7%, KERI Event Strea
mell KERI EventE F7}éte] AIDE Qo] Esfiof 3ot

- (2) did:webs DID$} ## = KERI Event Streamol thdk HHlo|EE
7Vt g W] DID &40l wkgEojoF s, wkef did:webs DI
D #go] Ao =Z Host=El Web Aol Al AlAIFHO] 7]&

g S dojzA "o

o (Deactivate) did:webse] ®1&A3} 34 & opgx 2o}

- () did:websE ®]&43} slei™ Controller’} keyE nullZ ®vlis &
77} 9= KERI EventE 4A3d3tar DID #4412} KERI Event Stre
am< Al Aok gt

- (2) A3 olwEYL A &=, Controller+= KERI Event Streamol]
A DID A& AAA3F didjson 2 keri.cesrE Web A1
Al AlAE 71E 9l s Holt

- (3) Controller= AAE Web AW ZHE DD Z0¢ % 3dY& A4
A e <k Aot

o did:webse] DID &A1= 3l AID¢ KERI Event Streamoll A 344 =
= A H ook 3tk

- AID2] KERI Event Stream= #2]g uwj, 44 <
£ AAst7] 98] AID Key Event Log (KEL) 2 <
Event Log (TEL)S ¢]ojof 3t}

- did:webs®] DID &A= HFEA] &3 JSONoJojoF 3lH, A& &
4%k Abgro] A% A9 @contexts F7Fste] JSON-LDE A&
ATk

< DID &4

&
A= Transaction



o (KERI KSN) 3% 3-1 #} 22 key stateg HE=E A}

+ Hash, ¢t53} 7], A2 Wt=A] CESR #A9 = YERHoF

op

ahed
DID

I
uich
w
W
\]

rlr

o dA| 7] ol A fielde AEE 4 JoH, o]

o= waHg

A
>
o
2

“v*: “KERI10JSON000274_°,

“I*: “EeS834LMIGVEOGR8WU3rzZ9M6HUv_vtF32pSXQXKP7jg”,

“s* 1%,

“dt*: “2021-11-04T12:55:14.480038+00:00°,

“D*: [
“BGKVzjdve0VSd8z_AmvhLgdlqcC_9WYX90k03q-R_Ydo*,
“BuyRFMideczFZoapylLIyCjSdhtqVb31wZKkRKVPfNgkw ",
“Bgoq68HCmYNUDgOz4Skviu3060_NY-NrYuKAVhk3Zh9c*

[13 S [13 : [13 O [13 ,
“d“: “ESORKFfLV3qHZIjOcnijzhCyRTOaXM2XHGVoyd5ST-Tw*,

“ 1- [N TX 1]

(71™3-17) KERI KSN o A]

[3£3-1] key state

Key & H] 31

Version String

Identifier Prefix




S Sequence Number
t Message Type
; Last received Event Message Type in
e
Key State Notice
q Event Digest
(Seal or Receipt or Key State Notice)
p Prior Event Digest
kt Keys Signing Threshold
" List of Signing Keys
(ordered key set)
n Next Key Set Commitment
wt Witnessing Threshold
List of Witnesses
w
(ordered witness set)
List of Witnesses to Remove
wr
(ordered witness set)
List of Witnesses to Add (ordered
wa
witness set)
C List of Configuration Traits/Modes
a List of Anchors (seals)
Delegator Anchor Seal in Delegated
da Event
(Location seal)
di Delegator Identifier Prefix in Key State
rd Merkle Tree Root Digest
Last Establishment Event Map in Key
ee
State
vn Version Number ( “major.minor” ) exact scheme tbd
dt time stamp
et event type
br list of branches
ba list of witnesses to Add

o did:webse] 2PEAr £ ole) WE 2}

o DID Subject




- DID 49 id g+ A 52 resolution ¥ did:webse] DIDo|th
- key state9] i g2 did:webse] mpx]E} «:” o]F o] Zro]ojof gt}

o DID Controller
- DID £419] controller #< ide} & FrolojoF 3t}

o Also Known As
- DID #A¢] Rootoll = alsoKnownAs £48 Y3 AIDE A=
deje] DIDE 7HA AL e + Utk

did:webs®] DID= did:websel A IA I} L X|3t= did:webe] 2
A& alsoKnownAsZ A F-3f oF st}

did:webs®] DID= 3ld3l+= didkeriE alsoKnownAs=Z =|-g3loF -t}
A3 AD= o2 /1Y didwebse DD} A3 Hol s F AL
w, Z}7}e] host, path & ©Z 4 Ao+

did:webse] DID+= AID®] designated aliases 5™ (attestation)ol 1t
Eojof 3t

“alsoKnownAs*®: [

“did:web:example.com:ENro7uf0ePmiK3jdTo2Y CdXLqW7z7xoP6ghhBou6gBLe “,
“did:web:foo.com:ENro7uf0ePmiK3jdTo2Y CdXLqW7z7xoP6ghhBou6gBLe”,
“did: webs:foo.com:ENro7uf0ePmiK3jdTo2YCdXLqW7z7xoP6qhhBou6gBLe

(71993-18) alsoKnownAs H] & o A

o Verification Methods
- KSN9] k=9 ujd gholl yEH 279 719 dlste] 483t ver




ification method”} DID &4 A = ook o}

7} Public Key9] verification method®] type <42 HF=A] Public K
eyE AT dargFol ol A ook gtk

verification method®] E}9}2 DID Specification Registries¢} ©]specif
icationell F&afoF gtk

verification method®] id &4 d¥#¥ DID URL o]ojof 3t KERI
key2] CESR #t< fragment 74 249 3o 2 A& of g}
verification method®] controller 42 WF=A] DID &41¢] id gkol

oo} Ft}

(did:websoll 4] web DID &A= HE) Web AHE Zih2E &4
st DID &A1& didweb¥ S8t == id, controller, alsoKnownAS
44 o] did:webse} @Etol st

DID #41¢] id 2 controller 44 ZkollA did:webs & FAF EA<E S
did:webo. & A sfoF Ik

alsoKnownAs 4432 ghollA id &4 A 3k (didwebs AFE3H 3
o =2 old id &4 # (didwebsE A& #0)S nA s oF s
22 Create oA 3=, DID £42 0& 2 W& =+
At Folok 3ot

(did:webellA] webs DID &4 =¢] #&) didwebe] DID &4]el st
o did:webs®] DID 4= T 2polf o] glojof gt

DID ®A2 49 d¥ ide} controller 4 #hollA did:web HFAF
£ did:webs® A sjoF g}

alsoKnownAs £/ Wr= Al A gk (did:websE AHEJE ghHo= o)A
id &4 3t (didwebg AFR3F 7HS wA s oF 3o}

A9 8 BE &2 FAsIA oo gk



3. did:dns

o did:webol

A @ A AREe ABE MASE, ddkeys 2
AR BAoR AET ddE Adel Y4 & U= FHE

T AES AT

o did:dns= DNS #EZZ=9) ip th4l didkeydl sk ARE Ha1 3T di
dkeyE 7|Hto 2 did &A1& Ao [15]
0 4 8 12 16 20 24 28 32
| | | | | | |

— MName —

Type Class
Time To Live (TTL)
Resource Data Length
ol Resource Data T
(Z1¥93-19) DNS resource record (RR) ++%
[¥3-2] RR &4
Label &
NAME RRe] A, domain nameS Yte}H
TYPE RRe &3
249 RRY Ze¥x, 25 AN thEl ge
CLASS 7 9 B 5 14l | th
743
TTL time to live, record’} 7WAlol] AAE 4 U= A7+
data length | Blo]Ele] Ao
RDATA AA dolyg FE




o

DID9] Azl =Wl ddo] &3 authoritative DNS A o] 2] 3]
Ao} == DNS Zone File2] Set (or Chain)< ElAlC.Z 3t}

Method Name
A Ae AT WLE oFE “dns” olth T WiEEE A

§3t= DIDE ®¥t=Al “diddns” 2 A& of 3h afApoiof gt

did:dns7h 44314 -l o] B~ E 4 5E = Qede] CRUD b
shejs} gro] o] Lojzitt

Create

Zudd v 2 AHEEWRIS domain name register 5= &3}
o FHoF It

Resource Records(RR) W didkeyE Z33== Zwel g9 Auth
oritative DNS Zone File & A sfoF 3o}

Resolve

(1) resolved DID documentzl &2+ ®loil< DID £A4E ATt

(2) resolved DID document®] idE #A)| resolve <! DIDE A7 gtk

(3) =ud vdd dF#E RRES AHAAS7] 218 DD 2=}l A
=l vYds Sdsior gtk o] #7482 DNSSECeF th& H

HAUSS AHE3t Fdst= Zlo] AFdET

(4) 7ref =w]l o] Fo] EAstA RFe=thH, DID= © o] EAI35HA|
%= Zlog 7+FE I notFound o2l E Zl®ls|oF 3o}

(5) didkeyE Resolveste DID &A1& TAstaL, didkeyd 2EA&E
did:dnse] 2EA= thAst A& FAHTT

Update

- DID EA42 duolE 37 98], =u¢l YA Authoritative DNS



o

Zone File< &3] RRE ulolE HAct

Deactivate
DID &A1& Hl&A 3} 517 3l =wQlo] AkA| = ofoF qhrh

o (didkey) @A o7 ALg3t= o 2ol @A = DID Method
= 49 kAT st=go] Hol W at s

did=key=format :
mb-balue

did:key:<mb-value>
z[a-km-zA-HJ-NP-Z1-9]+

(18 3-20) did:key2] ABNF rules

M 71 A &
2 7] g &
o= AEAE AP 1H3-113 Zo] did £ o] AH
AHE WAES Foll st YA Ao

CRUD<% Update®} Deactivate= A d3}A] ¢t o ™, Read®] 7
3] DID %< DID &A% dAsl= 2o
DID &A1 82 A 3ts &
Zth

21 A 21| 79~ scheme, method, multibaseValueo] Al F-E oz
o] 2™, multibaseValue= T} Z Y A] multicodecValue} rawPublicKey
BytesZ Udtt

oK
1:1[}1 AC)
tlo n[N
HU
o=
S
o
—
=5
=
7~
™
<
il
=)
=3
I
o
[@N
@
(@)
ot
>
lo

=
al

*ﬁ
FIF
_llm 2
O_|_4
o
=2
AL
[N
ftlo
oft
:?I;"
S
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Identifier

did:key-z6MKT Sz 1ymuepAQ4HEH Y SF 1HEqUGSGLYW QR 3djdX3mDooWp

! ! !

Scheme Method multibaseValue
did key 2BMKiTBz lymuepAR4HEHY SF1HSQUESGELVVOR 2djd X 3mDoaWp
multicodecValue
Oxed
rawPublicKeyBytes
decode 0=012e6fcce38701d0eT 21488e0d00 1745001233340 1c5fcc4 10520d 3434b0e007028

(71¥3-21) did:key Identifier 4=

“@context”: [
“https://www.w3.org/ns/did/v1",
“https://w3id.org/security/suites/ed25519-2020/v1",
“https://w3id.org/security/suites/x25519-2020/v1“
I
“id": “didkey:z6MkhaXgBZDvotDKL5257f aiztiGiC2QtKLGpbnnEGta2doK”,
“verificationMethod”: [{
“a*
“didkey:z6Mkha...",
“type”: “Ed25519VerificationKey2020°,
“controller”: “did:key:z6Mkha...“,
“publicKeyMultibase™: “z6Mkha...”
3,
“authentication™: [
“did’key:z6Mkha..."
I
“assertionMethod"”: [




“didkey:z6Mkha... "

I
“capabilityDelegation”: [
“didkey:z6Mkha... "
I
“capabilitylnvocation®: [
“did:key:z6Mkha... "
I
“keyAgreement”: [{
“a*
“did’key:z6Mkha...",

“type”: “X25519KeyAgreementKey2020°,
“controller”: “did:key:z6Mkha...“,

“publicKeyMultibase™: “z6LSj72tK8brWgZja8NLRwPigth2TIQR.... "
1]

(Z193-22) didkeye] DID &4 <A

A 4 & 7]€} DID Method

1. Web AH, &

e
Ll
>
ofo

o 3<% DID Method

g% Bt AW AA7} A8 7]
wlolz DIDS| WEARA FAdTh 5& DD BA% AAsta A
2 ke MER PAT 5 o

o did:content

- omA, Hrle, &

= DID MethodZ®, #
Hl=ol 7 AYE E4HAA #

)
ol
rr




- resolved DID document?] idE @A) Resolve ¢! DIDE A sj ok

B}

W

___|send a query to the
server's apl

i v
! This step is done by using HTTP GET method | l

GETDID
Document

Return DID
Document

(7193-23) 9% A&4 7|9k Method®] DID &4 45 Azt

did:content: “did:content” + content-id
content-id: Base58 (RIPEMDI160 (sha3-256 (DID Document withour id) ) )

(Z193-24) did:content®] ABNF rules

- content-ide utf-82 ¢1x Y& DID EA4E sha3-256 sjA T2 5
HAZl F A o] 2 RIPEMDI60 Al 45 E3A1Z71 5 Base58
2 3

o did:mydata

- Data Agreement®} 7 ARg3str] 293k DIDE At HA s
S #A1E DID Methodo] ot

- Data Agreement= ElolE] A|ZAe} AREAF He] WA A Q] AleF &

& gole vt



mydata-did = “did:mydata” ( “:” did-type-integer) “:” mb-value
did-type-integer =0/ 1/2/3/ 4
mb-value = z[a-km-zA-HJ-NP-Z1-9]

(718 3-25) did:mydata®] ABNF rules

- mb-valuex ed25519¢] 712 Multicodecs 3 7] B}YS ®WHAstaL
baseb8-btcZ UFZPGE o] A= FE otk
- did-type-integer= A& Atato]™, DIDo| ¢j3f 2*M¥ DID FAo

3 vehan

O

[$3-3] did-type-integergt ¥ DID FA 3

did-type-integer value

W8

0

7§Ql Hlo|HE +H3t+= %2 Data Source

1

doly FA &2 749l

ARl =g AlEstr] fls) sk o] Data
Sourceoll A 7Q dHolEE A ste =3

Data Using Service

Assessor(B 712t HlolEH Hoeol /ABE
go] A7 =Fe #IYES HESHA
Data Protection Impact Assessment (DPIA)E
F3gstn, A 3AE 93 Data Agreement
2 B ARRE AloF Z<F A4

Auditor(Z-AH1)7}F Data AgreementE 7 E3}
11 Data breaches %<& A7) AAF Al Data
Agreement7} A THE o] Fo|F=A] F<lst]
3l 27

- CRUD 22 DID Comm< %3l 43 % 11, Automated Data Agreem
ent(ADA) A¥]2> Z4A| 7} DIDE g9+t
- DID-SPEC &A1 [7]e A" nle} Zo] well-known DID Configurati



2.

on YJEXRJEANM o] 7hesith

218217} DID &4 2 34 = += Methods

e}

o

e LA SEE AMEsted 2 F2o] e, ) 71 A

AE 438t DID &AM 9 =0 5A AAdsA o

did:oyd

Own Your Decentralized Identifier(OYDID)ll 23 52}sl= DID Met

hod

OYDID+= DID ¥ DID w415 &3 |3l AAstA ¢, st

o] I/ 7hed 2 2EYAE AMEE

OYDID+ 2]t} DID &A1& ¢35384

(Create) DID &4 AAol= JSONSO & o]Foj3 payloade} o= 3}

7] %ol HQsttt

(Read) didoyd®] 45 v AL AEAE d3idst 24 d4
A

stAY 28 T AleE AEA
2|

BA
&l AEAbo] JAAFFHI 7] EFS SHA2-256010. I5W Lard
|

btc o]t}

(Update) dtllolE 4L 42fd THS S8 A& EXE AN
o, A 712 AEFH FA 7)o HEs

o} 718 AFste= Aotk

(Deactivate) OYDIDE RIZAslsh= 21 QUlo|ES AlF3lA e, private
revocation entry& AAERO A o] Fojxity PHALE DD 419 ¢hedhs o
2 A7 A=TR= Aol didkeye} ¥}, Log Fleg M2 Akl Al
RS T2 BASKE 71%50] I



Xl 4 Z+ DID Related Identification Methods

Al 1 A OpenlD

1. &

o OpenlD (OpenID Connect, OIDC)+= OAuth2.0s 7|¥to. = AR&A}47}
T}oFsl WebAtol EY AMu]| 2o A shue] IDEZ <1 (Single-Sign On,
SSO)EZ &+ e AHEA UAS ZEEFOIH

o0 OAuth2.02 7t HIZES g dd FHd THe © ZEEZE,
OpenID Connect= OAuth2.00l <15 7152 F7Fste] AF&Ake] 4l
4 dF 7eEs AT

o OpenlD Connecte= A2 A5 AEE + A= AFA (dentity
Provider, IdP)ellAl ©~]a1, Anl2 A|FAF (Relying Party, RP)olA|

7]
2oy YRE ATt YL ol g

o
ol
-
g
ot

o AREAZE s /IS AWl =14l g s R} B

o2 RPIA AALEE & o, o]gd U8 & OpenlDE SSO 7]
= ATt
2. OpenID Connect 2}-& ®2)
o OpenlD Connect 25 %42 thg3} 2

- (D A8A= BEAE T3l Web Alo]EL Web o EE] Aol Lo
2 o]&3ted OpenlDeot HIEWH



- (O RP= AHEAE AF3H7] f8l IdPoll 84 <= Hulth

- Q) IdPoll A A7 o] o] FAAH, S AMe AT Z=E EF

of

- (4) RP= F4I% IS I =& A8t EE A=IZRIE Access T
- (5) EE d=xQJQE+= RPo Access Token, Refresh Token, ID Toke
ng &33th Access Tokeno 2 H 3 H x}%oﬂ Ao &+ 91,
ID Tokeno. & A&7} 1= HAHE F<l Aot
3. OpenID<} DID
o OpenlD¢} DID= HAE 419 #g] 9 AF A 2H 9
I

S djEogdos, AR ST Ald &
A o, 1 e BT P HolHo] EA| T}

A RISS AP

o OpenlD Connect$} 22 71& <15 A2=®3 DD F3s &3l
[e)

d3td 1P| AEe £ AREARY] ke F ¢ st 4

o}



A 2 A DIDComm Messaging

1. e

DIDComm Messaging= DIDE 7|¥to. = 3}
EZE, AEA DD FA) 11e] BAES 3l A&ttt

rr
it
4
&
i
oft
>
[
it

g3kl 419 (Self-Sovereign Identity, SSI) Al ~Ele] Al @42 V
C % DID Document®] EAlo] Ap&=HT}H

DIDComm Messaging& thek3t DID W E = 7+9] WA A kS A
Ao, =3, AS Ao ZHAHoloM T ZEREIZS
AFE T don, B4 oo FoiE A deth
DIDComm Messageoll= ¥+ Bl 2~E wA1x], +53tH A A (Encr
ypted Message), A ¥ WA A (Signed Message) 37+A #&ol &4
Ela=s

Hale] TAAS ®BAdth o]= DIDComm Messaging ©l o]
A8t ol g b F2lolH, dsstE W AR L] H| T o



-

o AME WA A= AR B ABE Fa wWAIA Y dBAIZ A
g JWMeg, Ut gl2E9 A S A 3AA FHaoF st AS
HREENZE Aygle Fo AHEHT. A8 wAX 7t

2. DIDComm Messaging®] 7]<=2& 4 84

o (DID) Zt #71A= a2 DIDE 7FA AL At
o (DID &A) DID$}+ 7 7], AH) 2 JdEZRE, Q1= WY =

o (DIDComm Protocol) DIDE 7|Wo 2 3= HWA|A Z2EZZ
g AR wgs JhsdtA @tk olE Fa HAE JAFSA, AW
dsstE WAA o 7lse E8E Uk e DD w4
%3]3te] Atiwte]l DIDES &<l3tal, Public Keyel 541 d=XQ1E
E gofstH FAlo] o] Fojxitk

A 3 A VC/VP System
3d o] Aurz el Y &S VC-DATA-MODEL &4 [17] & 7|¥le 2 3t}

1. e

o Zd¥ < (claims, F3)
=1

- gUde FAo gg Az, FAE FUYE T & s AR
olt}
- 29 gUd 1ee Edss ) A48 F A



Value

Property————»

N
gl

(1384-1) 29 7]

ol
L

ol

S
yul

Z7}5) ofo} et

7}

alumniOf———| Example University

knows

Professor

>

jobTitle.

Sam

(Z1¥84-2)

o I# WA (Credentials, A2 =9)

71, AT A=, W A

S AR, FE 24

= &

- A4

Bo

o VC

SR

1
|

- VCo 9=



e

Verifiable Credential \

Credential Metadata

[
[ Claim(s)
[

Proof(s)

L /

(Z1¥4-3) VC data model

o VP

- VCIVP Alzdle mefolmA] 2818 FHoz AANUIL, Axdel
Aol #47h A AEEE Fold ARl Usts FuU F9
of A8 4 91g. ZadEol e AT Ae TiE guel AR

g 39 IPoE w4

- VPE Shb ool MEATE WEE skt ol VCoA stye
JERE

- VPE &fA7F A4S, ol VCE EFSIS dolHE EAY 4
glow, oo F7} HolHE XY &

- 2647 AFANA 2L ALY W VP7F ALHT, olw VC

A4 AASE A= st

ot
o
K3
o

/ Verifiable Presentation \\

‘ Presentation Metadata

[ Verifiable Credential(s)

\

[ Proof{(s)

o /

(Z194-4) VP data model




2. VC/VP System 7} &

A

ol AZHE Ao, AL, FE, A2l ¢ 5 9

o
iy AN

o vkFx}(ssuer)
- QEE7} shy o4 FAd oigh

=
VCE ¥F3ta, VCE A&fAAl At
o Z4-$%zHHolder)
ol

SAA A Al

=
- 2fAE A7 39 Agad A4 3Be Aged

o 7 ZAHVerifier)

- B} ol VP mE VCE Saldtel AES SawT

o HZF 7hsdt tlolH HA2EF

- Ake] Public Key, VC & #"8#}4, 7] 2 7|8} ¥4 Hlo]
A3 HAses AT T+ Ae A”LelH

- A= 7153 golE A 2AEFE AFT 4 9= oo EH
2b dlolE o] 28 x5 4 ot

Issuer = P_‘Iofder — Verifier
Issues VC Issue Credentials Acquires, stores. | Send Presentation Verifies VG
ssues VCs presents VCs ‘erifies VCs

Verify |dentifiers Register |dentifiers Verify |dentifiers
and use Schemas and use Schemas and Schemas

Verifiable Data Registry
Maintans identifiers and schemas

(Z184-5) VC/VP system overview

AEEI7} st ool VCE &3k, °ol& T3 VPE sty A



3. VC/VP System Architecture with DID

o VC/VPoll& Al=Hl Fozsod e 4

Ast=d, " L4kl DIDE ¥<= <+ 9l

ks xdst

rlr
&
o
iy
o
N

o

o DIDS} VCIVP7} A= oj&ats #E ohin, DIDE VC7h 86
7l 9% Bhow weA Wad AEA §¥o] o

o I8 B VC/VPIA DIDE AF&£3t3, VC/VP Al2d€S Ld31=
2ZE o] glolH g+ DIDE Resolve 3fjoF gt}

4. DIDE &3k VC/VP System Scenario

o VC ¥&

RLE 4, #37}, 2f, A4 39 4d 5%, 45
fut

U s
3} 7] 5l VCeot #dHE ZEl 71A B5 7he AR dd" 4EA
&

- 3g<¢l (did:example:ABC)-2 A&7} (did:example:123)o| Al AR-&-AFE] 1
D $4& F9T F A& Ad FHE I3 & g VCae

A4 vl ol B, claim, proof 7} E g% ojok 3tk

- =W vEE ol VO gl

tialSubject 59 247} E£3HT

VC7F B A8ta 9+ creden

- VC9] proof st9j2+&= Tacle] sl VCE A5 o A& AH
gk SA4zks0] 338 A Al A proof& &ale] DID &4 U
o FYds FAT uw AT W AISE assertionMethod A=

A 3 71 A= HAFa Ao

i

-



VC(s)

{ | —Compose—>>| VP
Wallet
Control Control
Issuer \ Holder / Verifier
= A = oo

ve u3 VP A& e

“u-uE > [] nlas
did:example:ABC did:example:123 id: 5

DID -‘?—H DID M
44 8y
DID 24 DID A
gt 4 sl
Verifiable Data Registry

AL

(Z1¥4-6) VC/VP system architecture

:E§pe" : ["VerifiableCredential", "AlumniCredential"],
"issuer" : "https://example.edu/issuers/565049",

"credentialSubject": {
"id": "did:example:123",
"alumniof": { ... }

"Ed25519VerificationKey2018",
"created": "2017-06-18T21:19:10Z",
"proofPurpose": "assertionMethod",
"verificationMethod": "https://example.edu/issuers/565049i#keys-2",
"jws": "eyJh...BBPM"

(2947 AHEATE TN ZFE FARE VO

VP A4

AHg A s g o7 7je] VC FolA shste A& VOuke Al
B35l VPE A A3}

3 VPoll= Z# Ald o] wEle o] ¥, VC, proof7t Z3+HE T
Aol wWEHH OBl o= i HolEl7F VPEteE A& HWAIE t

ype & VP ATl F1E &+ 3= tolHE 23



o= AH&ARel MHo] 2T

- VP proof 912 AHEAT} Y VPE BT W A§H Aol

o

gk S350l 23ET g Ao A proof= AFEAFS] DID &4 W
o =& 3 w AR HAF authentication AZ A

of that 715 AHE3ee HolFa o

:E;pe": "VerifiablePresentation”,
"verifiableCredential™: [{

vc

1

"proof": {
"type": "JsonWebKey2020",
"created": "2018-09-14T21:19:10Z",
"proofPurpose": "authentication",
"verificationMethod”: "did:example:123#keys-1",

"challenge": "1f44d55f-f161-4938-a659-18026467f126",
"domain":"4jt78h47fth47",
"jws": "eyJhbGc...tb3r4vGHSrQyHUGlcTwLtjPAnKb78"

VCet VPolA 2] DD &AM AT B4 4 8+ A%

VCE AT wl= &aglo] assertionMethod 402 24 FH 9
A9l AEitt. o] £A4& Tagcle] VCo Wi AdE 5
3, AAle] a4 TS TS BEshe ol AEET
VPE AT wi& AH8A7} authentication &4 02 Z & Al H o] 4 9
Gl A3t of £ ARGAZE B1l9] Ade S99
o 5Ho= ALgET

T 7HA AS @A SA430A ARstE 7l Wt=Al 3¥ DID 24
2] verificationMethod <73l %% 0o flojof 3t}

A%S BA &AM verificationMethodol] 5EH A && 715 A
st AL E7Fsstt

DID &4 9] verificationMethod &F¢joll 715 o2 N2 Ao s Fa,



A VCIVPell Mmsh= 212 DID &4 &
WA &4 glol 718 AFEShd ofE EaoAe] AH8QIR Ez @
tho] B3 5 L2

AS ZEA= 718 AE - VP HAF5
AHEAHE VPE HSAA AlZEstal, AsAe

AS ZEAZAAME g 7HA 5 AS53o D VPl 2344
VCe] proof, 2) VPol Z3&% VC credentialSubjecte] th3+ DID Auth
(A1 A=), 3) VP9 proof
7R o] A= g2 FH ALE e
A @AY, Bearer Credential®] 7%+ F714<l 15 34

27t XVJ‘Q sHT F Ao old A

Jﬂ

23 AEAREE AZH VP %/%zﬂxl YskeA] Bsy] 9l
3 ET)

AT 3

lLl

ZA| 2~ AR AR - DID 415 53 A5 73

DID 71 VCVP AZTAAE S A€d d9elalel 43¢ £



PollA HAIH 7|15 IH=E &&3st AFS FhsHA Eoh

VPe] proof H&E2 Ar&A7F VPE AT w) A% proofol] Ar&-
¥ Public Key7} AF&#} DID #4]2] authentication 7]o] X= o]
ANEA Gy, sl Public KeyZ VP A o] A91& AFsto V
PE AAZE Abgo] DIDO| AfAFIA] &gttt

VP Wj¢] VC proof HF2 VCe proof EZ9] verificationMethodel]
BAE 715 Tl Tacle] Mol FaA AT ok FU1A
©F VCo ®tx AR VO AFA7E 71He A4 5389 HE&S&
Z3bsk=A FlsfoF gkt

credentialSubject DID Auth+= VPl 3x3# VC7} AFEAF 2213 3
a5 24 Z9ex gelglth VCY credentialSubject] id 443 gko)
VP W AH&-AF DID9F Lx|8k=A] &lsfoF g}

"controller" : "
"publicKeyJwk" :

d:example:123;
VerifiableCredentialService",
“serviceEndpoint": "https://example.com/credentials’}

: "did:example:ABC",
flcatmnMethod & [
: 1d:example ABCi#keys-1
: Ed25519\/er‘1ﬁcat1or\Key2820",
controller‘ : "did: example ABC"
"publicKeyMultibase": zHSC..anPV

id:example:ABCitkeys-2",

: "Ed25519VerificationKey2018",
"controller" : "did:example:ABC",
"publicKeyBase58": "H3C2...XmgPV"

"id" : "did:example:ABC#keys-3",
"controller" : "did:example:DEF13579",

3,
"authentication" : [ "did:example:ABC#keys-1" ],
"assertionMethod" : example:ABC#tkeys-2" 1],
"capabilityInvocation" : ["did:example:ABC#keys-3" ],
"capabilityDelegation” : ["did:example:ABCikeys-3" ]

(ZL74-10) #3<le] DID &4



M 5 Z DD 2H &&= 5

=
=
| >
ol
0%k

A 14 DD #d EF8EAq 2 9AIE T
1. DID-CORE (W3C Decentralized Identifiers v1.0) [4]

o0 2022d 7€ 19¢ W3ColA xS 7|& AIYOE DIDE Aottt

6 W3C Recommendation (&4 Hy¢ho =z 3HM3 3o HAHS A
A BEOR AYE EAolH, o] Bt 53] Web oM T4 A
3k glo] AgEd 4 A= gxE A4S #AEstsE S gEY

o6 W3Ce] Decentralized Identifier Working Groupoll A 24 =%eH, D
Do} 34l T2, #d 9, dHoly =2d, 39 W4, 4 4 2
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TZ+= “diddirect: [Domain Namel” & ARSI dAl= 19 6-4¢F 2}



|dentifier
I |
1= | [ » [ ]

d:direct:example.com

(196-4) did:direct A==} o A

- 2EAE ZAg"E “diddrect” ¢ A I AR E2AHES 8

o
°l-S FHof Eo FAsfoF stH, = YW Y-S Fully Qualifie
in Name (FQDN) &2l 2 A ojof gt}

o

=

Doma

did-direct = “did:direct:” domain

domain = *(ALPHA/DIGIT/ “-> [ “.” );

(Z196-5) did:direct 2}® =} ABNF rules

o T 2 Hs4 mdoA DID EAE Hrsl= T2A 2= ol et
Edgs
- (D DID= sfgstd &g DD4 “did:direct” = zﬂsﬂa =0 )

kel “_did” & &9 Zodlof Tt
- (2) Parsing® =
grolzt &=

El= DNS Lookup AHl2E &3] 55%

o] 2
o, o]Z &) DID Controllers TXT &2]¢]

o)
}\
Zonefile S SE3|oF 3tth. DNS Zonefileo] S22 AH = 255 b

DNS



yte o]/l TXT Bt RRES ¢J3 Extended Mechanism for Doma
in Name System (EDNS)E A H&joF st}

User
(Issuer/Holder/Verifier)

(a) DID document Request
did:direct:example.com

(b) DID information Request

]
_did.example.com

Client (b) DID information Response
(Web Browser/OS) { DNS Lookup
"didDs ocation": https://example.com/.well-known/did.json,
[«—"EncodedPublicKey": ----BEGIN PUBLIC KEY----..., ]
"rootOfTrust": [type', 'KERI', "requirements":
["keyEventLog": "https://fexample.com/...]
I

(c) DID document Request

(c) DID document Response

DID Controller

(7196-6) did:direct 2} a4 A=}

did:direct:example.com -> _did.example.com

(196-7) did:direct 2]*2 =} parsing oA

E& ®EE URIE ARESte DID #A4& 7F4 4, &
Aol xg® AHHE parsing @ “rootOfTrust” wjgoll HAH
A 719ke ALg3ste FZ23 DID #A4E ASE 4 Utk 7]
Web 715t DID Methode} &5+ 74884+ AHE DD &4
o] 9xZ YehlE “didDocumentLocation” , Base64Z <159
¥ Public KeyE e =  “EncodedPublicKey” , A& 7]Hkg o

i



A& “rootOfTrust” 7} SATh

$ORIGIN example.com

$TTL 86400
@ IN SOA dnsl.example.com. hostmaster.example.com. (
200162501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400) ; minimum TTL of 1 day
~did IN TXT “---user defined information---"

(126-8) DNS Zonfile < A]

- (4 RRE 7|¥to & DID &A47F A&H F4 9 Public Key, 2137]

=
W ARE FE8] AT EAE ATk vgd = Ao

“didDocumentLocation” : “https://example.com/.well-known/did.json
“EncodedPublicKey” : “----- BEGIN PUBLIC KEY-----

“rootOf Trust™ : [
“type99 “KERI” ,
“requirements” : {

“keyEventLog” : “https://example.com/.well-known/1234/keri.cesr”
1,
“type” : “certificate” ,
“requirements” : {




”

“certificate” : “https://example.com/.well-known/cert.pem

5,
“type” : “blockchain” ,
“requirements” : {

“rpcUrl” : “https://example-RPC-URL-for-blockchain-network™ ,
“queryString” : “exampleQueryString”

>
>
ot

i DID & délH yekel ket ATkl mE dS Ay

o
o &
_Q.
o
i)
m\l
_Q

e

- (KERI 21&]7]49h) requirements 5ol Keri.cesro]l thdl %] HER
“keyEventLog” 7} Wr=A] EAjsoF shth. X 2] ¥ KkericesrS &3
@A Public Key7t &3S AFE + Jom, AHT DD 24 9
Al FEEES U F AT

- RIFA AZ7IEE) AFEA7E Egibe /IS4 9 912 A K certific
ate7} EA s oF gttt QAFA o= Certificate Authority (CA)7} A1
gk Public Key X7} @AYo oF gk} AFEApol| Al EA8= CA
ARE A%E Public KeyES E353}ste] RRAA FE2d AR O

k= WA o= DD £49 fFE4e U + Ao

11] A1 8] 7149 requirement 5o Ze]E $3k RPC URL A

EflId Ao Ag FEe HYrk AlsEHo ok g
3l Xi 29 DID & 1% Q.—‘—:T‘S}IL, publicKeyE A}-&-3f



DNS Zonefile ddle]E % RR Ao|gts= 1Hds Walo=z F3o)
7tssiths AR o] A 4E, DNSE Al83lo =z <l A &%
Y FAo 52 F oy ~

doh= Ao EATT

A 5 A DID Common Resolver && A &34 =

58 AHE= MEE Resolvergl DID Common ResolverE 7|HFO 2 e
A s mdlof o3l Ao

o 3% DID AAHH|A Wale N2 Fto]dE DID Common Resol

verg HjAste WA ow, F43td i) e e EFa

o DID Resolvere] F&ozH Agdl= 7]<& ®H div], DID Common Re
solver= AH&A7E Web Hehe-Alo] DIDE d#std, £A< parsing 2
HTTPS URL ¥&-& 53l DID ControllerelAl DID &4 si4S &

APl &2 F3sto, 3147 gle] DID 24 sie] 7test=s A

ATk
2. DID Common Resolver %2} DID 2 AH34 =4

o (AEAY Fx+= 19 6-103% 2ot “diddirect: [DNS-URL] : [Method
- Specific-Identifier] : [DID Method/Blockchain JX] 2 F+A4H



Scheme Identifier(DNS URL) Method

e T —

did:direct:ethr._did.kisa.or.kr:0x123456789:ethr
\_Y_J { T J

Method-Specific-Identifier

(Z196-10) 23l A Identifier 7%

- (did:direct) W3ColA Aol DID &&F& F5s8to] 2242 744
Scheme?! dide} Method ©]&<! direct7} B42 E3H= ofof o}

- (DNS-URL) DNS ## #FFolA Ao 32]¢ DNS URL +%=&, o
WA o) 2] g =Hl vddS "] el 7 _did “7F 3o
oF 3t}

- (Method-Specific-Identifier) 5% DID Method= T4 % DID &A1&
il a7gstr] flal EgEoloF 3k, W3CA A3k DID &<
F8te Methodoll g AEAE Yeld o

- (DID Method/Blockchain A &) A=A o 2, 57 DID Method °l&
< ®I)EoF 3, E2A¢ YEJIE AFgrHte g AgseE H

g WESR A ol5& E7IsloF &

o

o 2¥z Fxo) tigt ABNF ruless 19 6-113 2o}

did-direct = “did:idirect:” DNS-URL “” Method-Specific-Identifier:”
Method

DNS-URL = 1*(ALPHA/DIGIT/*.”/“~") “_did”;

Method—-Specific-Identifier = “Ox”1*HEXDIG;

DID Method = 1*ALPHA;

DID

(196-11) A AH3)4 Identifier ABNF rules




DID Common ResolverE &-8-3 DID A a4 mdo 7] v 43
S Web BEheA, OS 5 Feto|dEd sty AHEAE &4
DID #AE Hkghil= A2 2 HASHE Wajoz AAAFHAT

= B84 F
Z}+= DID Methodoll
Tolwkx] ¢k3 DID 2¥AE FeloldEe] YYstel DD #A4E &

E+= DID Common ResolverE AR5t DIDol| == DNS
F2lste] A

o]Z DID Common Resolver+ HTTPS URL-E AAI3la DID Controll
erol Al DID #A41& 843t Walo2 A¥EAE 435t DID &4
E AT & o

User
(Issuer, Holder, Verifier)

Client(Web Browser/OS)

DID Common Resolver

DNS Resolver

e \
// S

DID Method 1 DID Method 2

DID Method 1 DID Method 2
Resolver Resolver

DID Controller DID Controller

AS7Hs e HoIE YA
(Verifiable Data Registry)

AS7Hs e HolE XHEA
(Verifiable Data Registry)

(Z196-12) DID Common Resolver 23 sjAd=zd F+x



Issuer/Holder/Verifier

Client DID Controller
Web Brlen 1/OS DID Common Resolver DNS Resolver (DID Resolver,
e owse ) Verifiable Data Registry)

o

() DID document Request—»

b) DNS URL Req

Extract DNS URL l

l&«——(b) DNS URL Responce

(c) DID information Request~————————»!

l DNS Lookup
d) HTTPS URL Req
l Transform HTTPS URL ,

1¢~—(d) HTTPS URL Response——

l&—————(c) DID information Responce

DID document Req

Get & Resolve DID

(Z1¥6-13) DID Common Resolver 274 a4 A=z}

) DID document Respor

ol

I 2 Hs)4 mdo) A Universal Resolvere] &2t ZzA|2x& o}

o} 2t}

(D SeldE AHH & A

ZefoldEE 7= A

>

ko]l S8 e FASH] A8l AREAE “d
id: [method namel:lmethod-specific-identifier]” &-& “did:direct:[DNS
-URLI[ Method-Specific-Identifier]:(DID Methjod)” &2]e] 2/¥EA}=
dH3t== 5 &3t

dutA <l DID AEA7E 488 75, 71€ W24 (Universal Resolver,
didweb )22 F2sld, Fx21 “did:direct...” o] dHH A%, 3

2 z+& DID Common Resolver7} =413k}

(2) DNS-URL F&(218 2 A+ Parsing)

A&  “did:direct:_did.example.com:0x123456789:ethr” 7} ¢ €& 7
9, ofg) Fo} o] ParsingS 33T}




[% 6-1] 4)8Ao] th§ £A< parsing 23

T4 84 Parsing A3
DNS-URL _did.example.com
Method-Specific-Identifier | 0x123456789
DID Method ethr

- DID Common Resolver:= DNS-URL©] -#&3k#] 3
Z}o)|AE A ®ESEsle] DNS Resolvere} EA1gt

Q1gk 3, DNS-URLS
F =S Wt

(3) HTTPS URL AA(DID AR 2 W= E2-4 parsing)

- Zgo]dEE TXT EFJe] Resource RecordRR)S 243te] didResoluti
on Location®} availableNetworkE ®HEgHi-=t}. DID Common Resolver+=
ol FAletaL A¥EA AR e} A HTTPS URLE WHEH3hot

- JSON @2le] ARE 541308, 54 AR 9 parsing AL E 6-2

o 2o}

- HTTPS URL-S 241 x}2] Method-Specific-Identifier, availableNetwork

ARE Ast] A HR= HTTPS URLY “id”
“https://example.com/?id=0x123456789&network=eth

K ol x5 e
r7 o o] ARG

“&networ

[ 6-2] TXT RR parsing 23}

T4 84 &
{
“didResolverLocation” :
24 A RISON) ‘https://example.com”’ ,
e “availableNetworks” :
[ “ethr’ , ‘indy:sovrin’ , ...]

}

didResolverLocation

https://example.com

availableNetworks

ethr




- DID Common Resolver+= 313 HTTPS URLS WHElsio] ZEoldE
7} DID Controller$} EAl&le] #eo)dla DID £A]E wishuks
=5 3

o 3l DID A4 ek 7 7AYo 2ot

- (A&7 DD AH &4 Aoz DD BAE 24357 943 14
A BAIRE @219 DID AEAE FEfoldEC JgsfoF st

- (0] E) 555 DNS URLE 7]5ko2 DNS ResolverolAl DID
FERE 8Fsta, wigkd JRE ko s ¥d DD o =31
A 7 ARE BET 5 U= Tsol £ HooF It

- (DID Common Resolver) DNS URL % % HTTPS URL A4d< #
& A Parsing 715 < A YsjoF 3ot

- (DID Controller) &% DID MethodZ 4% DID A nv]2=2] Controller
= W3ColA AHelgk DID AHYS w2= EZA21 7|4k DID Method
= Alg3tedof sk, DID Controller+= DNS ResolverOHH & 41 7] 9]
AA, AHEE F A= EFARJ] UES A 55 5 DNS URLe| si@
st ARE AFE F IEF TXTHA S DNS Zonefiles 55314
ofF 3+ &0, DID AH]2=9] xZ3H DID Resolverg 7]|¥Fe. 2 DID
EAE 4T = A== HTTPS URLe| =E3FE Method ©]E, Meth
od-Specific-Identifier2 #AF<€ Parsing 52 #AS &3l DID 2H
A2 W 4 Qlojof g

- (DNS Resolver) 255byte ©]/¢2] TXT EF] Resource Record(RR)S
AL 4 dojof atH, o|E 98 RFC 6891< <3t Extended
Mechanism for Domain Name System(EDNS)S =] 3} of 3t}

o

o

o did:directe} vix7IA|E, 712 DNS Qlzels 83 4= 131, DNS Zone
file Hulo]E ¥ RR FAolgh= test W2 o= F3do] 7Hedad o
Eo], Z+ DID Method®] Resolvers s Z3l+= APl 93-S F3gto2H
FTdsE A7) gk o2 B3l Yk Aol Utk



DID Ar|=E
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2 Qg Bok Py 1
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A

H7& Zd & M

1 A DID Method &4 23}

DID: URIS] & ¥, DID $AE 215 35 5ol %3s DD #
Ash ddste] AAT F Yt FEAES b
B D AGANA B2, AY AL L A% =Y AST S

5 BAES EobAm gt

r{r

re

T A= DID Method 7F A5 &8A4E BAT & = A
}&3l7] 98] DID Method, DID7} 23+% VC/VP A 28,

o
=
£E R ANz B g3 JlezA R BAE SR

& e

oz
o
o

Gl

riy
£

DID Method= DID9] 1 /3 25 WS Aol 4o =2, E4 DI
D A A, DID$} DID #A4]o] thall A 4d(Create), a4 (Read), HUl°lE
(Update), v1&-dsH(Deactivate) 5= €@l CRUD A9} v Eo] F
g, Bk 2 IR E S AR Fo] 2EHT

DID Methode EFAQl VIEHZ, Web 5 thd WS AF 7]
o2 Abgste] TEE o jlon, AlF 71‘?}3 NEoR % 7-1%

o] BEY 4 I

VC/VP A 2Elo]A] DID7} AlLE= Ao AA~HS THE ATE
gol gtolBeglE DIDE HAE 9}{— J10] EabEo]oF T}
bIb 71‘* URLE FA, B34, 244, 44 39 44 22, 4%
3 7] 2@ Ve B J)A BE S AR Bew AWAZ gast

= o A}%-ﬂu}



o DID #H ZFFAE T2 W3ColA FEl=EH, DID EFFA 9ol
= (©)

5, A 2F 2 9 Internet Draft A& X&HHo=Z {4 - 3

[ 7-1] DID Method &%

REERER &

EE5A4Q0 HEYIE AF7Hie 2 ojn] A F o
A= E2A20 YEHF DD EAS AAFo =R
A UYE AR gk 2843 B S ol W
Ao C‘JJ o] 17 /L] 3l 2= o)
Bl yEolS : |t} 711 7171-‘4 145, RPE-URL, g a
=& & 53 AH H&EsHH DD #4E &
B 4+ gt
AUd oz st sl4o] hEstal 54 1zt
FTE5E A Gol AT A o] Hojuo
Web 2743 DNS ¢l=zgts 53 E4kd A9 3
A 2ES &5, =HQl YdS 7|Hvto g DIDE
TAsle] 71& Web 2 HWES T J=zgsE 83
Web T o

F8 7dto] F43tE d=telM A= A
7b EA8kH, A4 2421 DNS AAE 2 F

Qe Hhete] Hh@ AL ety
Web AH, T2E 5 oF AHLE ARESIAY
A 2E DID A4 & df4st= DID Method

H AZEE Agste A, AH 7Nk 39

AZas dests AW A4 52 EE2 BAT

AEAE DD M2 sfyst= 45, i LA
ARl §EZ ARgst=H 2Xo] BHA doH, &
AN 71 AAE FAste] DD £A49 F=x
2HgsA Aot




o IETFelA+= Web ~]%F
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i
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o
o
30
rlr
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wn
=
o

8 55 RFC EFEAMEXA 41“4‘3} Aemw, DIDo} A o=
#AHo] Y= YLEL Internet Draft =5+ A st ot

A 2 4 DD A4 Bk A

o DID Method= ThFeh Wz pdE 4 9o "a zes} Met
hod M2 ZFolstm, FE8ddd FA7 At 44 ZHAA
FAE ok7]etA Bk wekd DD WF BAETF oA Y&
& 4&olA DID 71& &4h& 98 t¥d DID Methodg o5
A& DID A3 kel digk A7F F st

o DID A4S 54 DDE Web He-$A 5o Y&e< ©, 7+ DID

Method M2 £75% s147] §lo] DD 4% WM&AF = = a4
Wyom s)E WA B4 BAE FEIE AL BED

o DID Aulz Pzl oe] AZelA DD A4 2edg %
o, B ATlAE 47hH AN Weke =Eehslth

%2

o (WAS &&4<eb Universal ResolverE WASZ 2-&3to] DID 2 4 3|
A& Fgste ek

- AHE8AE F8o|dEE 53| Universal Resolvere] DIDE ¢ ¥ gtk

- Universal Resolver= @82 DIDE #43le] 3]d DID Methodol
233t Driverg Ad9sta, o] 7|2 i & Fdste] DD &
A& REEST
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- (&+A) DID Method 3)41S 93 Driver+= Universal Resolverel &4
Hoj M =D fFX#e] BRAo] st T dAdr]el ok
&Aool Eot

o (EFAIQ HESI &84 E5A HESAE 7|¥vte= DD R
esolver YEQ IS F=3to] B4k gaEg AHx &S £33}
= Wt

£ 574 DID Resolverel| &<ejgttt. DID Resolver+
k2 DIDE 43t 84 7Hs AR5 &gt
%, 3l DID Resolverg &-&3tod DID #A1E w®F

sabn], sj4o] Brbsd A9 B4 s Aus J8e S3

o

A3+sl DID Resolver =42 HTTPS &3 < aﬂrﬂeﬂzs}oq

T}
- (B3 25Y43d YHOZE DD X‘@SH“ A 9 dolge A4
AL BAE 4 9o, AJE-& DID Method 37} % DID Res
o

- (FA) 7] MEYA F+= 9 Smart Contract B]-& XFgo] &3]3}
I, DNS g8 HEL 3 Aso] Et} Smart Contract 25, HTTPS
gitro] A, Aul2x AFA IF A1E FAA FHeFsttt

o (DNS #&W<eh) DNSEHE| wHighir= RRe| oz 4l
z35E =712 folEE XA A did:dns

= £ gAste= gete g, d
id:directe} z+o] A13F DID Method®2 AF=E 4 ATH
_ Az = Zf}o]ddE DID

Az FxE 71E diddiset FYEH, AREA

£ A8t Al 28" = WYgS HAS DNS lookup
02g Saa

- DID Controller= DNS Zonefile2 53 oF 3}, DNS lookup A]H] 2



£ 53l DID &4 A, Public Key, 412 7]dF JR7} 38 RRES
gt o, o] 7[Wke &2 DID #A4E ZHFsha Hkshir s 4= 9l
- (FA) 71<€ DNS QlzZgts &8% & Jom, g Broz 73
o] 7}&3tth
- (&) A &9A 5, DNS #E] FAlo] 452 4 o™, DNS B
QF FHekd WA S a3l ok gk

6 (DID Common Resolver &-&¥<ehH Zo|AdE FAE Parsings
TPsl= AMZE Resolverdd DID Common Resolverg HJX|3t= %
2102 DID ResolverE 3 %3t= APl 9488 ¢332 3= WHe
olt}. DNS &gty mizb7x| &2 did:directe} o] 4l5+ DID Meth
odZ AF=E &+ Yot

- 2@z}l did:directe} tjEo] DNS URL¥} DID Method 314-S |3
AEA7E Z3HE ol oF &1, ALgAE ZERo|Ad Ed| DIDE d4¥IH

- DID Common Resolver= DNS URLES FE&3to] Flo|AEZF DNS
Resolvere} F41& 4 Q== stm, DNS Resolver2 - DID Resolv
er YA}k s A /\} g 4 %= Method HR7} £3¢ RR<S wE
Shit=t}

- DID Common Resolvere= HEEHFS RRI} ¢
HTTPS URLES A3y, FEo|AdEE= o] 7|9rS 2 DID Resolver
9} 5415t DID &A1& Higuls=

~ o

o] 7}F=3lttk API 1
- (@73) DNS Hel FHekd wx] gid& 3gsloF s, DID HH Fat=
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o DOMAIN NAMES from RFC 1035 [2]

o Requirements of Internet Hosts from RFC 1123 [3]

o Clarifications to the DNS Specification from RFC 2181 [4]

o Extension Mechanisms for DNS(EDNS) from RFC 6891 [5]



w
Ho

2. DID

o =2 UMX g2 t

nlo
my
[

o 2. DID &E olid 2& HAE0AM= DID H& oid DS TAStol
O HEOWA HE L MGt A ©
ot A &2fetlt.

SE0AE HY A 2L0M DID SNE
re] fIs HAIK MY EXE ZOSHH, 3.1 IS RTAE
1.2 TE Y 2ot DAABUA NF HAHS A Jls 27A

0 3.2 BIAIXI Z%0A= DID AEX #
Flet BIAIXI ZSHO0l CHo Al E2letCt.

B

X
10
[
]
o
Wil
M
0
:Oé
x
o

AN 7=
0l E=32AM W non—-normativeZ HI|= HHA2 E=0=2 HO|stDA}
ol= 20| otLIN, O 2 OE 222 25 EE2=z HootnA+ o
= 2828 LIEHHT.

0] Ao Z&t=E oAl S0l= DNS URLDF HEWN, 2

DID Method, JSON-LD &4l DID A S0l EZ&& 0 UCt. DNS
URL 42 RFC 1035 [2], RFC 1123 [3] RFC 2181 [4]0l HAlI=
LIAANES =00, i Z=0 FAIE B2t 20! oH& T 0 0F &HCH.
DID A€ X}, DID Controller, DID A S& DIDs v1.0 [1]10 FAI=

LAMNEE Eot) oid H=0 SAIE Bt 20| HAZ00F stCH

FHl
MHH
H0

00

F o 29

Ol MANME S HAJI0 e AZHS S0/, DID Method 2t
AS2BY BF U HAS S NI A 2US FSCH



w2t ai 297 o 5%}
(Issuer) (Holder) (Verifier)

/

R3 R3 R3

DID Method 1 / DID Method 2
DID Method 1 DID Method 2
Resolver Resolver
l |
R6 R6
| |
DID Controller DID Controller
| |
R6 R6
l |
dS7tse HolE MEAx dS7hset HolE XMEA
(Verifiable Data Registry) (Verifiable Data Registry)

1 1. DID Common Resolver a4 2 O &K

0] EF0 Hole AEXE Web E2IRK, OS S Z20|HEN &
ot AEXE A L DID 2ME Btetd= ZA=20 Yo, O 1
b 20l Sc0IHE LHol DNS Resolvert S&IE £ Az R4E FIt
ot R5E S0oll DID Resolveret S&lot= H0ICH & 4Alg JIBHOILE
233 RPEAE, RZE DID ENE ZSote LYY HEO, IEHH
OlA0 Yot 22 R1, R2e= CHEX 2=Ch.

DID &E e 2N MEXHLESA, A9X, ESH)= 2 K20l
=5t 22 FA0tCH D78t DIDE =22 = ULH AIEX
= DID MethodOll RONEXI &£, DID AEXNE Z2U0/HEN Lot
o DID 2ME REE == ULt 220/ E= DID Common Resolver



£ M85t DIDO 2=

&)
=z
w

D

—

1o

fuo 4
I

ol

J:J

o

i

NI

T

|0

Hu

A

Im o

HI
m =
0)
0zt

DNS Resolver2t S4I5H0 & = QUL

LH DID Common Resolver= HTTPS URLZ &3t DID Controller
Ol DID EAE RAEGts HAICZ AlEXIE GHAs £ UCH DNS
Resolver2 28 di&J| ?IXl, DID Method & AlgEX HEIt ZeE
HEE BHEetoM, DID Common Resolver= 0l& HTTPS URLZ
B85t S& DID MethodZ2 FAE DID MUBIAMNH AEXR A
HE2 +dot oY DID MethodOl H& s DID Resolverdt ZatE
DID MHIAZSEH DID 2ME BHE20t E8E &= ULCH

glaast AETIE oHAoH)| ol 220l E= DNS Resolver?t & &
S&Iot0d DID Controller®il Al ol RE=S 2BYHOZM, Universal

Resolver& AtE6tAl Z20& CH2st DID Method2tlel AS24H2 2
[w]

Universal Resolvertil Z=c2i0IHE
Universal Resolverffl %X 210 |9
W

& oild 2E=2 Oteff O 20

2.1 DID Common Resolvere| ¢& %« =& X}

DID Common Resolver?l &g & & EXt= Otcht 201 o=
(1) SetoldEd L2e gt el
- SC0IHEE=E JIE ALY SEH2 RXAGH| <o At
Xt did:[method]:[method-specific-identifier] =&
did:direct:[ODNS- URL]:[method-specific-identifier]:(DID
Method) E4lQ] AETIE UASIE S ol E&tC).
- YUiNOl DID AMEXIL gEE d, JIE Al (Universal
Resolver, did:web S)2 ot04, EXol did:direct:...
0 &= J2, e g8t2 DID Common Resolverdt =4l
StCt.
(2) DNS-URL F==(AMEX 2XE parsing)
- OlAlZ did:direct:_did.example.com:0x1234567:ethrJt &
e a2, DNS-URL2 “_did.example.com”,
Method-Specific-ldentifier= “0Ox 1234567", DID Method



= “ethr”& parsing &Lt
- DNS-URLOl= “_did"I2t L& 00k otH, RFC 1035 & &
e DNS H&EZ= J|8t2= DNS-URLO| ®&8tX|l &QlIstCt.
0l= DNS-URLZ Utetoctd 2ct0IAHAEDIH DNS Resolvert
st StCF.
(3) HTTPS URL M4 (DID B8 &« AYEX 2XE parsing)
=

DID Com- mon Resolver= 0IE #4I5t1,
& HTTPS URLZ ™ 2tstCt.

- JSON &4Alo] HEE =4lotH, W AIZ didResolverLocatio
n2 2 “http s://example.com/”, availableNetworksZ HH<&
o A B 2t2l“ethr”Jt parsing& Ch.

- HTTPS URLZ didResolverLocationidt AE X2l Method-S
pecific —Identifier, availableNetwork 882 & Z&0ol0] M4
S 9 SOtX OlAlRt 20l EEE parsingst &<, “id”,
“&” Ol parsing 822 UWIXIGHN https://example.com/?id
=0x1234567&network=ethr& WHEt=ICH Y URLZ gt
ot0d Z2ct0IAEDL DID Controlleret S4I15t0H &2l6t) DI

D SNE etatEs = U= St

3. AKX 8¢ EX & 2=

Of &A= DID 28 o= I HAIK g 22X &

of ettt

Hl
P2
o
0

3.1 HIAIKI &€ ZXF

Of E=0AM &2t &E ofld ZE0UlA DID SAE et st
o

BIAIR &g 2Xt= Ofefiet 22 182z Zed &+ ULE



. Client
Issuer/Holder/Verifier (Web Browser/OS) DID Common Resolver DNS Resolver

DID Controller
(DID Resolver,
Verifiable Data Registry)

(a) DID document Request~--

b) DNS URL Req

Extract DNS URL

{«——(b) DNS URL Responce—

DID

DID

f———(d) HTTPS URL Request——>!

| Transform HTTPS URL

{€~——{(d) HTTPS URL Response——

DID document Req

Get & Resolve DID

DID document Resp

18 2. DID Common Resolver HIAIX &M &EXt
ZJI0l 2et0l¢HE= DID Common Resolvers
HXE HMeloldl foh Ot EXICHZ HAIXESE
(a) MEXt= Z20IHEE Sdolil DID 2ME
LHoll= ol EE0A H2l6t °| DID
04, At
2240|

Al
Ay
=1

H=

i
—
}', [ S

=
o
e &k, 274, =
=
—

DID Common Resolver®l DNS UR

=
oA
D Common Resolver= DNS Resolver2t

E
C

OlE MEXY

. DID Common Re
FO4

&0

Parsing2

Im

O

Parsing= Soll

DNS Resolver2}
Al T}t

=

=]}

AE= DID Common Resolver

solver= BrEt
HTTPS URL

MethodZ & & DID
}. DID Controller

2,

DIDE



3.1.1 JIs

DID MHIA0N Z&E DID Resolverg 0/&5H0
DID ZAME Bretstt.

%
I
1o
1
0
Qi
=

LFAE

groz == DID2 HZxot:

DID Common Resolver= DNS URL == % HTTPS URL MA=S
ol 22X Parsing JIsS KI6H0F StC.

J|Z DID Method®t2 S&4d=2 146 Method EO0| EZ&& DID
AE T 2@ AR, Universal Resolver S JI& 2AIS AS
eSS =8s5td, 2 SAHUM st gAe AEXIE 2

DID Common Resolver 2 DNS Resolver2 Xs2 2 QlAIGIH &
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Extended Mechanism for Domain Name System(EDNS)E XI& 6t
04 OF StCH.

2 Zor N AE
Of EZE0AM HCtot= DID AHE oia 2o e L 2ot NHAEE
OteH 2 & Ct:
Al Z2H01HES did Jis O ®E, DID Common
Resolver® DNS URL =& % HTTPS URL &4 HEt2 <o Web
P U2

Extension E2 2 =2 Applications <ot
Web Extension2 AME6t=s &2, Web Bt 42
124504 0F SHLH.

28 Xt= DNS Resolver& DNS AIAEON S&otdl <ol & X2

DNS AHOl F=IJtAEQl Jis=2 &XIctAHLE, OSH Jlgdezs &X &

DNS Resolver0fl BHEZ &2 & J|20 A 2ddt= DNS Server0fl
=13

HZol= a2 A8E = UL

i

IS XK= HTTPS URL EA/2Z DID Controller®ilHl DID 2ME 2

Hgt [, GET, POST &2 A2 AISE %= U2, 222 <l

28 OlEIEIZE OIF EXE FIE %= UL 2 EEQ e 20|
2.

HHIAE HOots S2 EXE FIHE %= UL

AE = DNS B0 FAAES QIXotD 0|2 126t 0F oti, 56H0I
M2, AZm = 8XE 2ol RFC 4033 [6], RFC 4034 [7], RFC
4035 [8] S =40l DNS Security Extension(SEC) S5 X &
ol S MIZTE B&EoD| |t gdots FIHEOo=Z OtaooF &Lt

ANE 2F & SE HIAIX GlAlE REST
APIE JIE2=Z %AIEI?*AQD#, 8= dig?t 201 DNS AlAE

o 8= 8 EZEUAM d28t Common Resolver€ #&& M, 04 A
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3.2 BIAIXI

MEXE 0l E=0A g DID 2E f4ddA2=z DID =ME 2
HotJl <ol Orefet 201 2=l DNS URLY £& DID Method2l A
X, Jel DID Controllerdt atLE Ol&t2l AlZ| D|BtE HMSote &
SE ot d=8 A2z S& DID Method 018 &2 =SH e Ul
Ef3 0I5 Zeote MERE FOIHEO &=oH0F &Lt
Of 2=0lAM Eeot=s A& dids ®Ig DID AEA 7 £ HIAIK
LOH0| TEE DD BA 2F ¥ 22 0ff D 20| B +
UCH
User
(Issuer/Holder/Verifier)
(a) DID document Request
did:direct:_did.kisa.or.kr:0x123456789:ethr
Client
e e (WD BIOWSOHIOS) e ,
! !
: ________________ (b) DID information Request :
N _did.kisa.or.kr i
1 1
E DID Common Resolver (b) DID information Response DNS Resolver i
{
: l— "didResolver": https://example.com, — :
i "availableNetworks": ['ethr’, indy:sovrin', ...] 1
i ) 1
i 1
(c) DID document Request
https://example.com/?id=0x123456789&network=ethr
(c) DID document Response
DID Controller dﬁ,:tﬁrgi:;gﬁggg Verifiable Data Registry

18 3. OIAIX ZCSi0] &= DID 2N & ¥ Bte
(a) Syntax:
did:direct: [DNS-URL] [Method-Specific—Identifier] (DID

Method)

ex) did:_did.kisa.or.kr:

0x1234567:ethr



o ZE =S 28 (a) DID Document Request MIAIXIQ AlEX}

RN Ois del= ot 2t 2Ch:

DNS-URL = DNS2t3d E=F0A Ho= &Aal9
DNS URL =Xz, LEHAEQ|Al &
= ':EHIoI Heds HAloH| <

b

of “_did“JF Z&L 0ot &
W3COIA &H2lSt DID AFXS
2=ol= £& DID MethodOll CH

Method—-Specific—ldentifier

o My

Al T
DID Method = MEIALE, ESXCIE AEote &
? S=HMQ UERA 01§82 DI
oiOF otH, OdLXl && &= DID
Method 0IS= HJIoH0F &
e 2= TXT &4/2 RROIKOF otBH, DID Controller= DNS Zone
file2 &Hot0 S=oH0F StCt. DNS Zonefilel= =& DID Method2l
oH/\*JI X HEH AMEE = U= DID Method =2 =X Ul
A3 25 5= HAEE = U0O0F ot2, S2H0|HE= 0| JIEteZ
A Jbs 82 mrgst & A00F 8tCh (b) DNS Zonefile OlAlIE
Otchet ZCt:
$ORIGIN example.com
$TTL 86400
@ IN SOA dns1.example.com. hostmaster.example.com. (
200162501 ; serial
21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400) ; minimum TTL of 1 day

ethr._did IN TXT “{
‘didResolverLocation’: ‘https://example.com/’,
‘availableNetworks™: [

‘ethr’, ‘ethr:testnet’, ‘indy:sovrin’,

1}


https://example.com/

-

AMEXOE ANERN HEHAIEE EZEGHK %22 82, DNS Resolver&
FH ErEtEgr2 ‘availableNetworks’ HHIZ2l = BM CQIXHE HTTPS
URL HEHOl ALZ3HG0F StCH. DID Controllerdt StLE Ol &2l Al D)
B2 H3ote JFR, A2 ZEs AENE st 20l 2E

= Ch

(b) DID Information Request MIAIXI OlAl= OlcHot 20| ZdE £
QULCtH:

GET /resolve?dns=_did.example.com HTTPS/1.1
HOST: dnsresolver.example.com

(Endpoint): /resolve

(Method): GET

(Params): dns(string): DNS-URL (_did.example.com)

e TXT RROI €2 HS2= JSON EHEHZ H3SZ00F SHCt.
‘didResolver’2l gt2 DID Controllerdt & &8t HTTPS URLOI12 String
S A0|0{0F  SHCH  ‘availableNetworks'@l  gt2 g URLSl DID
Resolverdt ol& Jtsst 22X WERKZA 2 DID Method 01&0l
ZEE HHEO0I0i0F GHO4, String EAl2l JSON HHZOIO10F SHCH (b)
DID Information Response2l Z 9l RR HEE= Ot 20 E&=Z
= ULk

{
‘didResolver’: ‘https://example.com’,
‘availableNetworks’: [
‘ethr’,
‘ehtr:testnet’,
‘indy:sovrin’,
]
}

2el0|dEEs AEXel DID Method = 3
‘availableNetwork’ 2| gt2l H2E X6t oA Jis HEE HHG
OF SHCH AlETINM HEHAIEQI DID Method &E2 =2MQ UHEH


https://example.com

HED M2 AS AR, ‘availableNetwork’ HIZ 2l = HW CIXIE At
20l 0k L.

A Jis M8 BY 0|5, Web ECI2MeE Otelie 22 Ao H
& HTTPS URL 402 HE & 0|2 J|8t2Z DID Controllertl Al

DID 2AME Q=50 0F 8tCh. (c) DID Document Request OIAlIXIQ!
HTTPS URL X0l THgt Hol= OofeHet 2Ch:

(c) Syntax:

https:// [didResolver key value] /?id= [Method-Specific-Identifier]
&network= [DID Method]

ex) https://example.com/?id=0x123456789&network=ethr

219 (c) HTTPS URLSl 2t =0l et & 2o= OteHet 2Lt

DNS Resolverg &of & 58t
JSON 84l RR & =
‘didResolver’ 32|21 g+, DID

Controller® DID Resolver <X
£ 2[0].

didResolver key value

g2 A=<DN;
‘Method—-Specific—Identif

er 0l sHEot= 8t
DID Method = Qg2 AlgEx F DID
Method’ Oll off &6t

=
S

Method—-Specific—ldentifier

(c) DID Document Request HIAIXl OIAl= OfcHet 20| Z8E £ U
Ct:

GET /resolve?id=0x123456789&network=ethr HTTPS/1.1
HOST: example.com

POST /resolve HTTP/1.1
HOST: example.com
Content-Type: application/json
# POST Body


https://example.com/?id=0x123456789&network=ethr

“id”: “0Ox123456789",
“network”: “ethr”

Method): GET / POST
Params): id(string): Method-Specific—Identifier (0x1234...)
network(string): DID—Method (ethr, ...)

}
(Endpoint): /resolve
(
(

DID Controller= X2 Parsing2 Soll HTTPS URL 2t & ‘id'2

‘network’ Off CHet H2lE =& 4 UOO0F STt 0|E Soll Orefiet 2

%ot= (c) DID Document Response
[w]

(c) DID 2A OIAI:
{

“@context”: [
‘https://www.w3.0org/ns/did/v1’,
‘https://w3id/org/security/suites/ed25519-2020/v1’

1,

“id” @ ‘did.example.123’,

“authentication”: [{

‘id": ‘did:example:123#z...",

‘type’: ‘Ed25519VericationKey2020’,

‘controller’: ‘did:example:123’,

‘publicKeyMultibase’: ‘zAKJp.,...’
H,

‘capabilityinovocation’: [...], ...
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